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Legal information

Warning notice system

This manual contains notices you have to observe in order to ensure your personal safety, as well as to prevent
damage to property. The notices referring to your personal safety are highlighted in the manual by a safety alert
symbol, notices referring only to property damage have no safety alert symbol. These notices shown below are
graded according to the degree of danger.

/\DANGER

indicates that death or severe personal injury will result if proper precautions are not taken.

/\WARNING

indicates that death or severe personal injury may result if proper precautions are not taken.

/\CAUTION

indicates that minor personal injury can result if proper precautions are not taken.

NOTICE

indicates that property damage can result if proper precautions are not taken.

If more than one degree of danger is present, the warning notice representing the highest degree of danger will
be used. A notice warning of injury to persons with a safety alert symbol may also include a warning relating to
property damage.

Qualified Personnel

The product/system described in this documentation may be operated only by personnel qualified for the specific
task in accordance with the relevant documentation, in particular its warning notices and safety instructions.
Qualified personnel are those who, based on their training and experience, are capable of identifying risks and
avoiding potential hazards when working with these products/systems.

Proper use of Siemens products
Note the following:

/\WARNING

Siemens products may only be used for the applications described in the catalog and in the relevant technical
documentation. If products and components from other manufacturers are used, these must be recommended or
approved by Siemens. Proper transport, storage, installation, assembly, commissioning, operation and maintenance
are required to ensure that the products operate safely and without any problems. The permissible ambient
conditions must be complied with. The information in the relevant documentation must be observed.

Trademarks
All names identified by ® are registered trademarks of Siemens AG. The remaining trademarks in this publication
may be trademarks whose use by third parties for their own purposes could violate the rights of the owner.
Disclaimer of Liability

We have reviewed the contents of this publication to ensure consistency with the hardware and software
described. Since variance cannot be precluded entirely, we cannot guarantee full consistency. However, the
information in this publication is reviewed regularly and any necessary corrections are included in subsequent

editions.

Siemens AG Copyright © Siemens 2017 - 2024.
Digital Industries ® 08/2024 Subject to change Allrights reserved

Postfach 48 48

90026 NURNBERG

GERMANY
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Fundamental safety instructions

1.1

1.2

1.3

General safety instructions

/!\WARNING

Danger to life if the safety instructions and residual risks are not observed

If the safety instructions and residual risks in the associated hardware documentation are not
observed, accidents involving severe injuries or death can occur.

* Observe the safety instructions given in the hardware documentation.

* Consider the residual risks for the risk evaluation.

/!\WARNING

Malfunctions of the machine as a result of incorrect or changed parameter settings

As aresult of incorrect or changed parameterization, machines can malfunction, which in turn
can lead to injuries or death.

* Protect the parameterization against unauthorized access.

* Handle possible malfunctions by taking suitable measures, e.g. emergency stop or
emergency off.

Warranty and liability for application examples

Application examples are not binding and do not claim to be complete regarding configuration,
equipment or any eventuality which may arise. Application examples do not represent specific
customer solutions, but are only intended to provide support for typical tasks.

As the user you yourself are responsible for ensuring that the products described are operated
correctly. Application examples do not relieve you of your responsibility for safe handling when
using, installing, operating and maintaining the equipment.

Security information

Siemens provides products and solutions with industrial security functions that support the
secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is
necessary to implement — and continuously maintain — a holistic, state-of-the-art industrial
security concept. Siemens’ products and solutions constitute one element of such a concept.
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Fundamental safety instructions

1.3 Security information

Customers are responsible for preventing unauthorized access to their plants, systems,
machines and networks. Such systems, machines and components should only be connected
to an enterprise network or the internet if and to the extent such a connection is necessary and
only when appropriate security measures (e.g. firewalls and/or network segmentation) are in
place.

For additional information on industrial security measures that may be implemented, please
visit
https://www.siemens.com/industrialsecurity (https://www.siemens.com/industrialsecurity).

Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they are available
and that the latest product versions are used. Use of product versions that are no longer
supported, and failure to apply the latest updates may increase customer’s exposure to cyber
threats.

To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed
under

https://www.siemens.com/industrialsecurity
(https://new.siemens.com/global/en/products/services/cert.html#Subscriptions).

Further information is provided on the Internet:

Industrial Security Configuration Manual
(https://support.industry.siemens.com/cs/ww/en/view/108862708)

/!\WARNING

Unsafe operating states resulting from software manipulation

Software manipulations, e.g. viruses, Trojans, or worms, can cause unsafe operating states in
your system that may lead to death, serious injury, and property damage.

* Keep the software up to date.

* Incorporate the automation and drive components into a holistic, state-of-the-art industrial
security concept for the installation or machine.

* Make sure that you include all installed products into the holistic industrial security
concept.

* Protect files stored on exchangeable storage media from malicious software by with
suitable protection measures, e.g. virus scanners.

* On completion of commissioning, check all security-related settings.
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System requirements

Hardware and operating software

SINUMERIK 840D sl

SINUMERIK Integrate Operating software Hardware version | Operating
client software version system
SINUMERIK Operate version
2.0.11 4.5SP4,HF1,2,3,4 NCU 7x0.3 PN Linux
2.0.12 4.5SP6, HF1,3,5,7,8,9,10,11, 12,
13,14,15,16,17,18,19 NCU 7x0.3B (PN)
2.0.13
2.0.14 4.5SP5,HF1, 3,5 PCU 50.5 Windows 7
2.0.16 4.5SP6, HF2,3,5,7,8,10,11, 13, IPC427E Windows 10
- 14,15,16,17,18,19
2.0.18 IPC477E
2.0.19
2.0.20
2.0.21
2.0.22
2.0.24
2.0.29
2.0.31
3.0.11 4.7 SP1, HF1 NCU 7x0.3 PN Linux
3.0.12 4.7 SP2,HF1,3,4
NCU 7x0.3B (PN)

Manage MyMachines, Manage MyMachines /Spindle Monitor

Readme, 01/2022




System requirements

SINUMERIK Integrate Operating software Hardware version | Operating
client software version system
SINUMERIK Operate version
3.0.13 Z7SP3, AFT, 2,3 PCU505 Windows 7
3.0.14 4.7SP4,HF1,3,4,5,6 IPCA27E Windows 10
3.0.16 4.7 SP5, HF1 IPC477E
3.0.18 4.7 SP6,HF1,3,4,5,6,7
3.0.19 4.7 SP7,HF1, 3
3.0.24 4.7 SP7,HF14
3.0.26 4.8SP1,HF1,2,3
3.0.29 4.8 SP2,HF1, 3
3.0.31 4.8 SP3, HF1
4.8 SP4,HF1,3,4,6,8
4.8 SP5, HF5, 6
4.8 SP6, HF1, 3,4,5
4.8 SP7
4.95SP3
4.95SP4
4.0.15 4.92, HF3 NCU 710.3B Linux
4.0.16 4.93,HF1, 2 NCU 7x0.3B (PN)
4.0.18 4.94, HF3, 4 PCU 50.5 Windows 7
4.0.19 4.95 PCA2TE Windows 10
4.0.20 4.95, HF1 IPC477E
4.0.22 4.95 SP1, HF1
4.0.25 4.95SP1, HF3
4.0.26 4.95 SP3, HF2
4.0.27 4.95SP4
4.0.29
4.0.31
SINUMERIK ONE
SINUMERIK Integrate Operating software Hardware version | Operating
client software version system
SINUMERIK Operate version
4.0.15 6.13HF1,2,4,6 NCU 1740 Linux
4.0.16 6.14 HF3 NCU 1750
4.0.18 6.15, HF1 NCU 1760
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System requirements

SINUMERIK Integrate Operating software Hardware version | Operating
client software version system
SINUMERIK Operate version
4.0.19 6.155F1 IPC 427E \éVindows 1|(_)T|é)g
nterprise
4.0.20 6.15 SP1, HF1 MCU 1720 2016, 64 bit
4.0.21 6.15SP1, HF3
4.0.22 6.15SP1, HF5
4.0.23 6.15SP3
4.0.24 6.24
4.0.26
4.0.29
4.0.31
5.0.27
6.23
5.0.29 NCU 1750 Linux
6.24
5.0.31
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System requirements

SINUMERIK 828D
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System requirements

SINUMERIK Integrate Operating software Hardware version | Operating

client software version system
SINUMERIK Operate version

2.0.11 4.5SP4 PPU 281.3 Linux
2.0.12 4.5S8P5, HF1, 2 PPU 261.3
2.0.13 4.5SP6,HF1,2,3,4 PPU 241.3
2.0.14
2.0.16
2.0.18
2.0.19
2.0.20
2.0.21
2.0.22
2.0.24
2.0.26
2.0.27
2.0.29
2.0.31

3.0.11 4.7 SP2, HF1 PPU 290.3
3.0.12 4.7 SP3, HF2 PPU 28x.3
3.0.13 4.7 SP4,HF1, 2 PPU 26x.3
3.0.14 4.7 SP5 PPU 24x.3
3.0.16 4.7 SP6, HF1, 2

3.0.18 4.7SP7,HF1,3,4,5
3.0.19
3.0.24
3.0.26
3.0.29
3.0.31

3.0.13 4.8 SP4, HF1 PPU 271.4
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System requirements

SINUMERIK Integrate Operating software Hardware version | Operating

client software version system
SINUMERIK Operate version

3.0.11 4.8SP4,HF1,2,3,4,5 PPU 27x.4

3.0.12 4.8 SP5, HF5, 6 PPU 29x.4

3.0.13 4.8 SP6,HF1,2,3

3.0.14 4.8 SP7

3.0.19

3.0.20

3.0.21

3.0.22

3.0.27

3.0.29

3.0.31

4.0.17 4.94

4.0.18 4.95, HF1

4.0.19 4.95SP3

4.0.21 4.95SP4

4.0.22

4.0.25

4.0.26

4.0.27

4.0.29

4.0.31

Retrofit

SINUMERIK Integrate Operating software Hardware version | Operating

Client Version system
HMI Advanced Version
7.7.1.0

4.15.0.13 IPC 427D Windows 10
7.7.1.1

Controllers from third-party suppliers

12
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System requirements

Controller MA Adapter Machine Agent Hardware Remarks
name software Core version
version
Fanuc 2.0.0 From 1.2.0 0] All systems are supported
2141 31i-B
2.2.1
Heidenhain 1.0.0 From 1.2.0 iTNC530 Cyclic triggers and value-
based triggers are
2.3.0 TNC128 supported
2.4.1
TNC320
TNC620
TNC640
Beckhoff 2.0.0 From 1.9.2 Twincat3 PLC Only cyclic triggers are
supported
2.1.1 Twincat3 CNC
2.1.2
Mitsubishi 2.0.1 From1.11.4 M800W All functions are
supported
2.2.0
2.3.0
OPC UA 1.3.0 From 1.5.7 Controllers that have an | Cyclic triggers and value-
OPC UA server license based triggers are
1.5.0 and are installed supported
1.6.0
MT Connect | 1.0.0 From 1.2.0 MT Connect-compatible | Cyclic triggers and value-
controllers based triggers are
1.4.0 supported

SINUMERIK Integrate Gateway

The following SINUMERIK Integrate Client software versions support the Gateway function:

* 04.01.08.01
¢ 04.01.10.00
Operator PC
Processor 1 GHz processor
RAM (GB) 4

Free hard disk capacity (GB)

1
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System requirements

Operating systems Windows 7 SP1 (x64) Professional/Enterprise/Ultimate
Windows 10 (x64) Pro/Enterprise

Screen resolution At least 1980 x 1080 pixels

Web browser or tablet

Security notes

14

You can use the following web browsers:

e Chrome
Version from 65.0.3325.18 (64 bit) up to the current version

¢ Firefox
Version 59.0.2 (64 bit) up to the current version

¢ Microsoft Edge (Chromium based)
Version from 85.0.564.51 up to the current version

e Safarifortablets
iOS and Android systems are supported for the current version and 10 inch tablet size

Note

Parallel operation with SINUMERIK Integrate applications is not possible

NOTICE

Security standards for SINUMERIK controls connected to Insights Hub

The connection of SINUMERIK controls to Insights Hub via TLS 1.2 /https meets the highest
security standards.

SINUMERIK versions that do not meet these standards are not part of the product. For these
versions, additional security measures must be taken.

You are solely responsible for preventing unauthorized access to your plants, systems,
machines and network. Systems, machines and components should only be connected to the
company's network or the Internet if and to the extent necessary and with appropriate security
measures (e.g. use of firewalls and network segmentation) in place.

The actions required in this regard are described in the following Configuration Manual:
Industrial Security (https://support.industry.siemens.com/cs/ww/en/view/108862708).
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System requirements

NOTICE

Data misuse due to an unprotected Internet connection

An unrestricted Internet connection can lead to data misuse, e.g. when transferring the asset
data.

Before establishing a network connection, ensure your PC is exclusively connected to the
Internet via a secure connection. Pay attention to the security-relevant notes.

More information about communications security can be found in the Configuration Manual:
Industrial Security (https://support.industry.siemens.com/cs/ww/en/view/108862708).

Note
SINUMERIK control system security

The necessary security measures (e.g. virus scanner, firewalls, operating system patching, etc.)
must be implemented on the SINUMERIK controls.

More information about communications security can be found in the Configuration Manual:
Industrial Security (https://support.industry.siemens.com/cs/ww/en/view/108862708).

Note
Operating PC security
The necessary security measures (e.g. virus scanner, firewalls, operating system patching, etc.)

must be implemented on the PCs that are used to visualize and configure Insights Hub
applications at the OEM or end user facility.

More information about PCs in the industrial environment can be found in the Configuration
Manual: Industrial Security (https://support.industry.siemens.com/cs/ww/en/view/108862708).

Note

Data archiving

When archiving your exported data, observe that you are responsible for ensuring that this data
is securely archived.

These include, for example, the following measures:

¢ Save exported data to an area with restricted access within the OEM/end customer location,
for example, access restrictions to SharePoints, databases through user administration with,
e.g. proof of authorization.

* Protect your encrypted storage locations, such as SharePoints, against manipulation.

¢ If absolutely necessary, only store your confidential or security-relevant data encrypted on
your PC / systems or the network. Security-relevant data includes sensitive data, such as
archives, passwords, or executable files (*.exe).

* Regularly back up your security-relevant data and carefully protect it against loss and
manipulation.

Manage MyMachines, Manage MyMachines /Spindle Monitor
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System requirements

Note

Transporting data

Apply the following measures when transporting data:

* Ifyou send confidential and/or security-relevant data by e-mail, always send this e-mail only
encrypted or signed, especially in the public domain or on the Internet.

¢ If you wish to transport confidential and/or security-relevant data on a data storage medium
(USB flash drive, hard disk, etc.), carefully investigate as to which data storage media are
considered secure. These data storage media must be regularly checked for viruses. Always
save your data on local data storage media so that the data is encrypted.

These measures are especially important for sensitive data, such as archives, passwords or
executable files (*.exe).

Delivery form

The updates and more information on the applications and products are stored on PridaNet and
can be downloaded directly from there.

-OR-
You can contact your machine manufacturer.
-OR-

You contact Siemens Service and Support.

Manage MyMachines, Manage MyMachines /Spindle Monitor
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Product information/technical update

3.1

3.1.1

Procedure

Activating log files

Activating log files NCU

. Openthe logfiles, e.g. WinSCP.

. Enter the following information:

- Hostname
- Port number
- Username
- Password

Click the "Login" button.

'-'. Login
53 Hew 52e Seasion
FEile probocol:
SFTP "
Host nama:
141.29.64.81
Liser pame: Pasoward:
manufact wananaal
Save b
Tools - Manage ot @Logln |- Close

Manage MyMachines, Manage MyMachines /Spindle Monitor
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Product information/technical update

3.1 Activating log files

3.

18

The following window opens:

biaoc > (B @~
- » .x

Name Swae Cranged Ragnts
(NS 20520181136 PwIWK
4 aadon OLOL1I970 PROTWATWR
# bin OLOL19TO FWTWTWE
#. boot 01011970 PROTWRIWX
» databaie 01011970 PRTWTWE
L 01011970 Pwarx
#. home 01011970 PROTWTWX
4 wstall 01001970 PRTWITWX
» e 01011970 PROTWRIWE
] 01011970 PRRTWRIWK
L meda 01011970 T
# oem 01011970 PRNTWOTWX
boopt 01011970 PRI X
on 01011970 PXwEWE
# vemens 01011970 PRTWRTWX
# system 01011970 PRWWX
A er 01011970 PRNTWTWX
o 0LOL1970 RWRTWX
»o 0L01.1970 PROTWRTWE
b meids 01012000 rworvoe-T
4 care 220520181136 T X
& dev 2052018 11:36 WX
A e 22052018 11:36 PRI
b proc 22052018 11:36 R
Loy 2205201811:36 X
Lomp 04062018 1335 PR
preind 11%8 01011970 Pwrarx

DT A Fnafites Ty
L9 New~ [+ v

Open the following directory: /<root>/user/sinumerik/hmi/cfg.

Open file "ePSConfig.user.xml".

i o @& [ Find Files

=]

Lety ~EB0 =~ - T

§ Download ~ | [ Eqit - X & Mew- ([H =] [

fuser/sinumeril/eni/elg/
Size Changed Rights Owmner

o 01011934 PEOTOITH USer

CompleteDot_10700_8 3070000, a0x 1KB 0LOL1934 PTWT - oot
@) declgini 1KB 0LO0L1994 P=EWT== user
2 slastconfigaom| 1KB 0LOL19S4 PWrWr user
) sirsini 1KB 01001994 Po-FW-T-- user
i) heni_estini 1KB 05001554 o= ey
G hemi_tpini 1KB 06011934 === user

resources.hmi 1KB 07.0L1854 L root
) hemi_mdini 1KB 061220170515 PoFWefee user
o) systemconfigurationini 1KE 08122017 0344 PH-FW-T== user
= TraceHMLom| 2KB 13122007 2321 P-EWr== user
2 sumddspoptionsem| 2KB 13122007 2337 Po-EW-T== user
2 sidgeonfigxml 1KB 13122017 2335 PW-EWr== uer
! decty DOZII24RIni TKE 150012018 2312 PoEWere= user
£ sistepinputdata_mm_mm_Lxmi KB 26022018 1520 W= user
= S1DgVarViewFormomml 1KB 02052018 1417 =D~ e
2 ePSConfiguserxmi SKB 220520181513 - user
2 yistepeditorconfiguml 1KB 04062018 1050 Po-FW-T-- uwer

CompleteDocack 1KEB 05062018 1041 PW=EWT oot

CompleteDpcac 2KB 05062018 10:41 PO FWefee oot

DeSinamicsnsp 2KB 05062018 141 PU-EW-T== oot
2 ePSlonfigumi GKB 05062018 1041 PW-EWe= oot
= slsimconfigsettingsxml 1KB 05062018 1041 P-EWT-- user
2 machineConligaml KB 05062018 1043 PWrwefes uger
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Product information/technical update

Editing parameters

Checking log files

You can edit the following parameters:

3.1 Activating log files

Parameter Function Default Input Maximum
setting value
scriptLogPath Defines where the log files are Storage -
to be saved. location
scriptLogSeverity Pdﬁawsthesyﬁenﬂoggng 2 2t08 8 (Debug3)
evel.
uiScriptlogSeveri 1
ty
MaxScriptLogsize Indicates the maximum script 10000
log size.
separateScriptLog 1
Example:
<logging>

<separateScriptLog active="1">1</separateScriptLog>

<scriptLogPath active="1">/var/tmp/scriptlLog</scriptLogPath>

<scriptLogSeverity active="1">8</scriptLogSeverity>

<uisScriptLogSeverity active="1">8</uiScriptLogSeverity:>

<maxScriptLogSize active="1">9999</maxScriptLogSize>

</logging>

There are 10 different types of log file:

alarm_recording_script

cyclic_recording_script

dts_script.js

machinemodel_script.js

onchange_recording_script.js

service_script.js

startup_recording.js

variabletrigger_recording_script.js

boot_script.js

fileupload_recording_script.js

Manage MyMachines, Manage MyMachines /Spindle Monitor
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Product information/technical update

3.1 Activating log files

20

Procedure

1. Open the following directory: /<root>/var/tmp/
x © @ Q& [ FindFiles T

2.

L = (B0 [

o U S dit ~ XK £ New ~ ¥

var/ .

Name Size Changed = Rights Owner

. 01.01.1994 PWXIWXT-X root

) dh 05.05.2018 22:36 TWXTWXT-X user

). dtsDir 05.05.2018 22:36 TWXIWXT-X user

). dtsTmpDir 05.05.2018 22:36 PWXTWXT-X user

). simfiles 05.05.2018 22:36 PWXIWXT X root

. boot_job 22,05.2018 15:16 PWXIWXT-X manufact

). cache 22.05.2018 15:18 PWXIWXT =X user

). simulation 04.06.2018 13:34 PWXIWXT X root

). alarm_recording 04.06.2018 13:36 PWXIWXT =X user

| cyclic_recording 04,06.2018 13:36 PWXIWXT-X user

J. machinemodel 04.06.2018 13:36 TWXIWXT-X user

J. onchange_recording 04.06.2018 13:36 PWXTWXT-X user

). scriptlog 04.06.2018 13:36 PWXIWXT-X user

). service_job 04.06.2018 13:36 PWXIWXT-X user

). startup_recording 04.06.2018 13:36 IWXIWXT-X user

| vanabletrigger_record... 04.06.2018 13:36 TWXIWXI-X user

). dts_default 04.06.2018 13:37 PWXTWXE X user

Select file "scriptLog".
Joscriptt > FH ) @ v - @202 A FindFiles T
§ Download ~ | (¢ Edit « 3 (L& Properties | 65 New = 7

fapmpfsciptio/

Name Size Changed Rights Owner

&0 05.06.2018 10:43 Wt oot
1 alarm_recording_scrip—. 27KB 04.06.2018 11:05 W Were user
| cyclic_recording_script. 1297 KB  04.06.2018 11:05 TW-TW- (-~ user
| dts_scriptjs_36510_11_ 1037K8 04.06.2018 11:05 WeIW-r=~ user
| machinemodel_scriptj.. S07 K8 04.06.2018 11:05 TWeIW-Fe user
| onchange_recording_s... 719K8 04.06.2018 11:05 TW-TW-T-= user
| service_scriptjs_36508.. 296 KB 04.06.2018 11:05 IWeTWere user
| startup_recording_scri... 36 KB 04.06.2018 11:05 TW-W-r-- user
| variabletrigger_record... 143KB 04.06.2018 11.05 WeTWer== user
| alarm_recording _scrip... 36 K8 04062018 11:19 W=IWor== user
1 cyclic_recording_script... 935K8 04062018 11:19 W-TW-f-~ user
| dts_scriptjs_36510_11.. 787 KB 04.062018 11:19 W TWol=" user
' machinemodel_script... S07K8 04.062018 11:19 W=TWeT+ user
1 onchange_recording_s... 773K8 04.06.2018 11:19 TW-TW-r-= user
| service_scriptjs_36508.. 226 KB 04.062018 11:19 W-TW-f- user
1 startup_recording_scri... 36 K8 04.062018 11:19 TW-rWor-= user
| variabletrigger_record... 23K8 04062018 11:19 TW-TW-r-~ user

cyclic_recording_script. 10000 KB 04.06.2018 13:28 IWTWer== user
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3.1.2 Activating log files PCU

Procedure

1. Open the following directory:

C:\ProgramData\Siemens\MotionControl\user\sinumerik\hmi\cfg

2. Open the file: ePSConfig.user.xml.

S -
@l\_}' « MotonControl » wier » snurmenk b b b efg -

Creganize = & Open =
& Deownloads -

2. Recent Places

#a Libranes
= Docurnents
@ Music

| Pictunes

B videos
#d Homegeoup
‘B Carnputer

ca Hytem (C2)
s Data (D)

Editing parameters

MNew folder

LA S T

DSinymiacs NCUBAID.nap

= DEAHm oml

* | ePSConfig.useraml
= ePiConfigaoml

3 | hri_vd i

g | hmi_tpana

3 | liekea_rridaa

3 |¢9|ﬂHht.|l‘|

legdrse.oldstyle

=) rachineConfigrnl

miachineConfigaonlirnalid

O | rne.ini

You can edit the following parameters:

3.1 Activating log files

Parameter Function Default Input Maximum
setting value
scriptLogPath Defines where the log files are Storage -
to be saved. location
scriptLogSeverity Ilndi(l:ates the system logging |2 2to 8 8 (Debug3)
evel.
uiScriptlogSeveri 1
ty
MaxScriptLogsize Indicates the maximum script 10000
log size.
separateScriptLog 1
Example:
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3.2 File upload - restrictions

Checking log files

1. Open the following directory: C:\temp\scriptLog

e
= v » tompu\u » ) stern (t:) » temp » scnpﬂ.;:; vb, ; 'pd
O 9

Organize v Include in hibrary v Share with v New folder = w i ®
* Documents a Name Date v odified Typ *
o' Music
o alarm_recording_script.js_141898_2548.log
ctures
a Vid boot_scripts_-1_3584.log
ideos
cyclic_recording_scnptys_141905_1528.log
dts_scnptys_148713_1304.l0g
Homegrou
< Frovp machinemodel_scriptys_141893_4932.10g
- onchange_recording_script,js_141903_14...
1% Computer
s ©) service_scripts_148711 2724.log
temn (C:
- Zy} ©) = startup_recording_scripts_141900_2084.1...
ata (U
- vanabletrigger_recording_script)s_14190...
"Q N . dts_scriptys_148713_1304.l0g.0ld
etwor
boot_scripts_-1_3584.l0g.0ld
service_scripts_148711 2724.l0g.0ld 3
- ‘ »

2. Checkthe corresponding log files.

3.2 File upload - restrictions

General restrictions for the file upload
The following restrictions apply to the file upload:
* You can simultaneously load 10 files or directories.

e Carefully ensure that no other process inhibits the file during the upload, so that the latest
content of the file can be called and uploaded to Manage MyMachines.
If other processes are using the file, then it is possible that not all of the file content is
available.

* You define a name for the file or the directory.
Once you have defined a directory, 10 files are loaded from this directory. The files are
selected according to the change date, the latest 10 files are loaded.

* Todistinguish between a file and a directory, directories must end with a "/" or "\".

e Subdirectories in the selected directory are not taken into account.

Manage MyMachines, Manage MyMachines /Spindle Monitor
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3.2 File upload - restrictions

The time limitation of the SINUMERIK controller must be set to 200 milliseconds.

The following applies on account of the Insights Hub restrictions:

- Special characters are not supported for the file upload.

Do not use the following characters: ?,:,* &, " $, [, *,<,>, +, 1, [, ]

- Ifthefiles are larger than 8 MB, the total path length cannot contain more than

60 characters.

A maximum of 500 MB can be sent to Insights Hub in a trigger.

The file size is limited to 100 MB. Files that are larger than 100 MB will not be transferred.

The size of the directory is limited to 500 MB. If, for example, the first three files in the

directory amount to more than 500 MB, the fourth file is not transferred.

The following table shows the tested machines. Since the first four machines do not have 2.5 GB
of memory space, only the appropriate amount of data is transferred. Since the last two
machines have the necessary memory space, 2.5 GB of data is transferred. Make sure that the

machine has at least 2.5 GB of memory space to transfer data.

PCU 0220 (Windows)

4.5.SP6 HF19

02.07.00.006

SINUMERIK type SINUMERIK Operate | SINUMERIK File size (max.) | Folder size Trigger size
Integrate (max.) (max.)

SINUMERIK 840D pl HMI Advanced 7.6.2 | SINUMERIK Integrate | 100 MB 500 MB 500 MB
PCU 50.2 4.15.0.13
SINUMERIK 840D sl SINUMERIK Operate | SINUMERIK Integrate | 100 MB 500 MB 500 MB
NCU 710.3B PN 04.08.04.06 03.00.17.00
SINUMERIK 828 PPU | SINUMERIK Operate | SINUMERIK Integrate | 100 MB 500 MB 500 MB
271.4 04.08.06.02 03.00.13.00
SINUMERIK ONE NCU | SINUMERIK Operate | SINUMERIK Integrate | 100 MB 500 MB 500 MB
1750 4.5.SP6 HF19 04.00.19.00

SINUMERIK ONE OP

04.93.00.04
SINUMERIK 840D sl SINUMERIK Operate | SINUMERIK Integrate | 100 MB 500 MB 500 MB

Restrictions for preventing erroneous transfers

To prevent loss of data, Manage MyMachines creates an "uploadRecovery" directory into which
the data is transferred if the transfer to Insights Hub does not take place.

Note the following:

The maximum size of the directory must not exceed 1 GB.

Prevent manipulation of the file upload directory that is located in the "uploadRecovery"
directory of the SINUMERIK controller ("<temp>/fileupload" and "<temp>/uploadRecovery"),
the failover uses these directories.

If file transfers fail, additional transfer attempts are started within a 4-hour cycle.
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3.2 File upload - restrictions

Supported directories and folders

24

Note
The uploading of confidential files is not permitted

Permitted file extensions and directories have been generated to comply with the security
guidelines and to prevent the uploading of confidential files.

The sending and loading of the correct files into the corresponding directories is the
responsibility of the users.

Directories

The file upload supports the following directories:

e /card/user/sinumerik/hmi/appl/

e /card/oem/sinumerik/hmi/appl/

e /card/oem/sinumerik/hmi/OMATIVE_ACM/data/

* C:\ProgramData\Siemens\MotionControl\oem\sinumerik\hmilapp\
* C:\ProgramData\Siemens\MotionControl\user\sinumerik\hmi\appl\
e /card/user/sinumerik/hmi/cfg/

e /card/oem/sinumerik/hmi/cfg/

e /card/user/sinumerik/hmi/log/

¢ /card/user/sinumerik/hmi/trace

¢ /card/oem/sinumerik/data/archive/

* /card/system/tmp/

e <temp>\
You can create multiple subdirectories in this directory.

e /var/user/

e C:\temp\datatransfer\
On PCU WIN NT

* C:\ProgramData\Siemens\MotionControl\oem\sinumerik\nmi\OMATIVE_ACM\data\

e C:\temp\datatransfer\
On PCU WIN XP

e var\tmp\datatransfer\
For Linux

e /user/sinumerik/hmi/data/version/
e /card/user/sinumerik/hmi/data/trace/CM

* C:\Program Files (x86)\Siemens\MotionControl\user\sinumerik\hmi\data\version\
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3.2 File upload - restrictions

SINUMERIK Operate also supports the following directories:
e D:\backups\

e D:\description\

HMI-Advanced also supports the following directories:

e F:\dh\

* F:\privatesyncdata\

e F:\oem\
e F:\user\
e F:\mmc2\

e f:\hmisl\oem\sinumerik\hmi\OMATIVE_ACM\data\
¢  F:\hmisl\siemens\sinumerik\hmi\trace
e F:\\hmisl\\siemens\\simumerik\\hmi\\data\\trace\\CM

Itis not possible to load files from other directories.

The special directory <temp>

To allow greater flexibility for the file upload, the directory specified by the tempDir tag in
ePSConfig.xml has been added to the permitted list.

Example:
" ePSConfig.xml" - the associated temp file is: C:\temp\

"<temp>\files\" means "C:\temp\files\" in this case

Restrictions for files

File extensions

Only the following file extensions are allowed for the file upload:

e .xml
e .txt

e .log
* .png
* .jpg
* .ohs
e .pms
e .ems
* .mds
s .pdf
e ini
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3.3 My Dashboards - restrictions

.csv
.json
.sav
.mst
.bst

.stt

The maximum file size is 100 MB.

File names

An asset cannot save afile if the name contains certain special characters.

The following characters must not be used in file names: !, +,?,:, % &, $,/, *,<,>, [, ]

3.3 My Dashboards - restrictions

General restrictions

The following constraints apply to the "My Dashboards" function:

Live data do not always respond to rapid changes. If you change the value of a variable
quickly, you will notice that the value in the chart does not change.

If you add a chart with KPI (any asset/aspect/variable) and check the "Aggregated" check box,
the KPI will not aggregate. Aggregated data do not support the KPI.

The date-time axis in the graphs shows UTC time.

3.4 Machine Agent - restrictions

General restrictions

The following constraints apply to the assets connected via Machine Agent:

26

There is no integration between the Asset Manager and the Machine Agent Details
application. Consequently, when an asset is deleted from Insights Hub, it does not directly
reflect in the Machine Agent Details app.

If you encounter data consisting solely of zero values, please ensure that the addresses are
configured correctly. Additionally, check the client logs for any potential issues.
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3.5 Aspect limitations

3.5 Aspect limitations

Following are the enforced technical limits by the Insights Hub:

Object Type Technical limit
Variable (static and dynamic) defined in an AspectType 20
Aspects associated with an AssetType 30
Static/Direct variable on a AssetType 25
Max depth in AssetType hierarchy 5
Max depth in Asset hierarchy 20
Max Attribute count per asset 500
Max Attribute count per tenant 500,000
Note

These limits are enforced on Capability Package based environments only.

The values presented in this document are subject to change. For the most accurate and up-to
date information, please refer to the Asset Management Service API.

3.6 Supplementary conditions

"boot_job" folder

If the "boot_job" folder is not generated automatically, restart the control, and create the
directory manually under: /var/tmp, or C:\temp for PCU.

An online script update during ongoing operation can result in loss of data

Error description:

During the update of scripts that contain the execution logic on the control, it cannot be
guaranteed that the data will be recorded continuously over the stopping and restarting period
of the scripts.

Remedy:

No remedy possible.
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3.6 Supplementary conditions

Crash of SINUMERIK Operate caused by update of the application logic

Error description:

Updating the application logic by means of an update of the system at the server end can very
occasionally cause SINUMERIK Operate to crash.

Remedy:

Restart SINUMERIK Operate.

Display of the "operational performance monitors"

Error description:

An additional license is required for recording the axis-specific operational performance
monitors: path length evaluation, 6FC5800-0AM53-0YBO.

Remedy:

Contact your sales representative to obtain the additional license.

Data buffering when no Internet connection is available

Information:

If your control has no Internet connection or if Insights Hub is not accessible (e.g. due to an
Internet failure), the data is buffered on the controller.

The size of this buffer is limited to 50 MB.

The length of period during which data can be buffered without loss of data depends on the
number and type of variables, frequency of changes, and the recording rhythms.

Changing the "ePSConfig.user.xml" file

Information:

Changes to the file "ePSConfig.user.xml" may only be performed after consultation with the
Hotline, Service, Development, or PM.

No 1:n connections released for the SINUMERIK Integrate client

Information:

The SINUMERIK Integrate client does not support any 1:n connections. That is to say, no access
to a further control is possible via the SINUMERIK Integrate client.
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3.6 Supplementary conditions

The Asset Manager only supports German and English

Error description:

If a language other than German or English is set, the Asset Manager pages will not be fully
loaded.

Remedy:

Use only English or German as the browser language.

Connection to Insights Hub must be established via TLS 1.2

Error description:

For security reasons, Insights Hub requests a connection that satisfies the TLS 1.2 standard. For
the versions of SINUMERIK Integrate client that do not support TLS 1.2, a reverse proxy that
supports TLS 1.2 is required.

The connection of SINUMERIK controls to Insights Hub and "Manage MyMachines" must meet
the highest security standards.

SINUMERIK versions that do not meet these standards are not part of the product. For these
versions, additional security measures must be taken.

Customers are solely responsible for preventing unauthorized access to their plants, systems,
machines and networks. Systems, machines and components should only be connected to the
company's network or the Internet if and to the extent necessary and with appropriate security
measures (e.g. use of firewalls and network segmentation) in place.

Remedy:

The machines can be integrated with the aid of a reverse proxy between the company network
and the Internet.

You can read about further actions in the application examples: Manage MyMachines —
Installation in existing control environments.

Display problems on tablet devices

Error description:

The display in portrait format is not supported for tablets. Display problems can also occur
when the landscape format is used.

Remedy:

Use the display in landscape format on your tablet device if problems occur with the portrait
format display. If problems also occur in the landscape format, use your PC browser for this
operating step.
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3.6 Supplementary conditions

There must be sufficient memory for the buffering of data

Error description:

If there is not sufficient memory space on the CF card, the data will no longer be written to the
CF card and the entire data recording process will be stopped.

Remedy:

Ensure that there is sufficient memory space. If this problem arises, delete the buffer on the
2nd level.

The file name "onboard.key" should not contain any numbers

Error description:

If the user downloads the file multiple times during a download process, the browser provides
them with successive incremental numbers. The name of the copied "onboard.key" file under
the machine (/var/tmp/boot_job) should not contain any numbers. For example: The file name
should not be "onboard (1).key".

Remedy:

Make sure that an "onboard.key" file copied under the machine (/var/tmp/boot_job) does not
contain any numbers. Ensure that the file name is "onboard.key".

Variables of the type "BOOLEAN" are not displayed in the Aspect view

Error description:

If variables are freely configured, defined variables of the data type "BOOLEAN" are not
displayed in the Aspect view charts. The message "No data available" is displayed.
Remedy:

No remedy possible

Newly created aspects are not displayed.

30

Error description:

Aspects newly created in Insights Hub are not immediately displayed. This involves the export of
variables, the display of values for newly configured variables as well as variable-triggered data
transfer into "Manage MyMachines".

Remedy:

The data is available in Insights Hub after approximately 1 hour.
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3.6 Supplementary conditions

Events cannot be deleted in "Manage MyMachines"

Error description:

You cannot delete events. The status of the events cannot be changed.

It is only permissible to assign aspect names once

Error description:

When using identical aspect names, an error message is not displayed. However, assigning
identical aspect names results in errors.

Remedy:

The aspect name for a tenant may be assigned once for all assets irrespective of the asset type.

Under "Asset Manager" > "Aspects", search for the names that were already assigned to other
aspects. Only use names that were not assigned for other aspects.

If the names are used a multiple number of times, then you must delete the aspect.

Using the OPC UA server with "Manage MyMachines"

You need an OPC UA server to connect your device to Insights Hub via MindConnect Nano.
By default, OPC UA does not provide alarms and files, does not verify the accessibility of the
machine, and does not determine the online status of the MMM Dashboard.

Information on the commissioning of OPC UA can be found in your device documentation.

Controls connected via SINUMERIK Integrate 4

Information:

"Machine model" are not transferred into assets which are connected to the control via
SINUMERIK Integrate 4.

Switch from the on-board Insights Hub computer to the SINUMERIK Integrate server

Error description:

SINUMERIK can no longer be connected to an Integrate server after being connected to Insights
Hub.

Remedy:
To enable the connection, delete the following files from the cache memory:
¢ /user/sinumerik/hmi/cfg/machineConfig.xml

¢ /user/sinumerik/hmi/cfg/machineConfig_backup.bak
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3.6 Supplementary conditions

Deleted Gateway Assets cannot be restored.

Error description:

Insights Hub does not have a function to restore deleted assets.

Remedy:

Do not delete any Gateway assets because they cannot be restored.

Restriction on path length for file uploads in Insights Hub

Error description:

Files larger than 8 MB with a path longer than 60 characters cannot be loaded with Insights Hub.

Remedy:

If files are larger than 8 MB, ensure that the total number of characters of the file name and the
file path is less than 40 characters. 20 characters is the storage length of the time stamp name
of the file.

Special characters are not supported in Insights Hub

Error description:

Insights Hub does not currently support any special characters in path names.

Remedy:

Do not use the following characters: ?,:, * &,", $, |, <, >, +, !

An image cannot be uploaded multiple times

Error description:

If you try to upload an image that has already been uploaded, Insights Hub generates an error
message and the image is not uploaded.

Remedy:

Ensure that the image has not already been uploaded before trying to upload an image to
Insights Hub.

Alarm descriptions in Korean are not displayed correctly on the MMM Dashboard.

Error description:

Because of certain aspects in SINUMERIK Integrate client, alarm messages cannot be correctly
displayed in Korean.
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3.6 Supplementary conditions

Remedy:

No remedy possible.

GUD variables are not displayed in Insights Hub

Error description:

The current connection cannot support GUD variables, and GUD variables are therefore not
loaded into Insights Hub.

Remedy:

No remedy possible.

Displaying the assets in the overview

Information:

Up to 10 assets are loaded in the overview. Scroll down to show all assets.

Displaying graphs on the Aspects page

Error description:

If "date/time" is changed on the Aspects page, the graphs are closed.

Remedy:
Reopen the display.

Displaying the alarms

Error description:

All the Insights Hub alarms are displayed in one line on the Aspects page.

Remedy:

No remedy possible.

Displaying graphs on the Insights Hub Aspects page

Error description:

The units are not displayed graphically on the Insights Hub aspect page.

Remedy:

No remedy possible.
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3.6 Supplementary conditions

Zoom on the Aspect page

Error description:

The Zoom icon is missing from the Aspect page.

Remedy:

Pressing the "Ctrl" key and the Scroll keys enables zooming.

Configuring the spindle with the Sensor Module SMI24-variable

Make the following configuration, if you wish to capture the data of an SMI24 module with
SINUMERIK Integrate Gateway in Insights Hub:

1. Create avariable monitor with the name "SpindleMonitorConfig".
You can find more information on "Aspects" in:
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3.6 Supplementary conditions

Function Manual Insights Hub Application Manage MyMachines, Manage MyMachines /Spindle
Monitor

. Forexample, take the following variables and a time-based trigger, which sends data to Insights

Hub at a rate of 1 minute.

Address 14,4,3 changes as a function of the machine configuration.
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3.6 Supplementary conditions

36

Variable name Address Data AMC data | Insights Insights
source type Hub data Hub unit
type

ér%tglalClampingTimeWithou 5049[1],14,4,3 %ir?\:/aénics FLOAT DOUBLE ms
ClampingTime 5049[0],14,4,3 %ir?\:/aénics FLOAT DOUBLE ms
FaultkKTY2TempExcNum 5061[4],14,4,3 %ir?\:/aénics FLOAT DOUBLE -
FaultKTY2TempLastTime 5063[4],14,4,3 %ir?\:/aénics FLOAT DOUBLE -
FaultkTY2TempTotTime 5062[4],14,4,3 %irri\\?énics FLOAT DOUBLE S
FaultMotorTempExcNum 5061[2],14,4,3 %irri\\?énics FLOAT DOUBLE -
FaultMotorTempLastTime 5063[2],14,4,3 %irri\\?énics FLOAT DOUBLE -
FaultMotorTempTotTime 5062[2],14,4,3 %irri\\?énics FLOAT DOUBLE S
MatrixOpsHours_0 5088[0],14,4,3 %irri\\?énics FLOAT DOUBLE s
MatrixOpsHours_1 5088[1],14,4,3 %irri\\?énics FLOAT DOUBLE S
MatrixOpsHours_10 5088[10],14,4,3 %irri\\?emics FLOAT DOUBLE S
MatrixOpsHours_11 5088[11],14,4,3 %irri\\?emics FLOAT DOUBLE S
MatrixOpsHours_12 5088[12],14,4,3 %irri\\?emics FLOAT DOUBLE S
MatrixOpsHours_13 5088[13],14,4,3 %irri\\?emics FLOAT DOUBLE S
MatrixOpsHours_14 5088[14],14,4,3 %irri\\?emics FLOAT DOUBLE S
MatrixOpsHours_15 5088[15],14,4,3 %ilfi\\?énics FLOAT DOUBLE S
MatrixOpsHours_16 5088[16],14,4,3 %ilfi\\?é‘nics FLOAT DOUBLE s
MatrixOpsHours_17 5088[171,14,4,3 %ilfi\\?é‘nics FLOAT DOUBLE s
MatrixOpsHours_18 5088[18],14,4,3 %ilfi\\?é‘nics FLOAT DOUBLE s
MatrixOpsHours_19 5088[19],14,4,3 %ilfi\\?é‘nics FLOAT DOUBLE S
MatrixOpsHours_2 5088[2],14,4,3 %ilfi\\?é‘nics FLOAT DOUBLE s
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Variable name Address Data AMC data | Insights Insights
source type Hub data Hub unit
type
MatrixOpsHours_20 5088[20],14,4,3 %ir?\:/aénics FLOAT DOUBLE s
MatrixOpsHours_21 5088[21],14,4,3 %ir?\:/aénics FLOAT DOUBLE s
MatrixOpsHours_22 5088[22],14,4,3 %ir?\:/aénics FLOAT DOUBLE s
MatrixOpsHours_23 5088[23],14,4,3 %ir?\:/aénics FLOAT DOUBLE s
MatrixOpsHours_24 5088[24],14,4,3 %irri\\?énics FLOAT DOUBLE S
MatrixOpsHours_25 5088[25],14,4,3 %irri\\?énics FLOAT DOUBLE s
MatrixOpsHours_26 5088[26],14,4,3 %irri\\?énics FLOAT DOUBLE s
MatrixOpsHours_27 5088[27],14,4,3 %irri\\?énics FLOAT DOUBLE S
MatrixOpsHours_28 5088[28],14,4,3 %irri\\?énics FLOAT DOUBLE s
MatrixOpsHours_29 5088[29],14,4,3 %irri\\?énics FLOAT DOUBLE s
MatrixOpsHours_3 5088[3],14,4,3 %irri\\?emics FLOAT DOUBLE S
MatrixOpsHours_30 5088[30],14,4,3 %irri\\?emics FLOAT DOUBLE s
MatrixOpsHours_31 5088[31],14,4,3 %irri\\?emics FLOAT DOUBLE S
MatrixOpsHours_32 5088[32],14,4,3 %irri\\?emics FLOAT DOUBLE S
MatrixOpsHours_33 5088[33],14,4,3 %irri\\?emics FLOAT DOUBLE s
MatrixOpsHours_34 5088[34],14,4,3 %ilfi\\?énics FLOAT DOUBLE S
MatrixOpsHours_35 5088[35],14,4,3 %ilfi\\?é‘nics FLOAT DOUBLE S
MatrixOpsHours_4 5088[4],14,4,3 %ilfi\\?é‘nics FLOAT DOUBLE S
MatrixOpsHours_5 5088[5],14,4,3 %ilfi\\?é‘nics FLOAT DOUBLE s
MatrixOpsHours_6 5088[6],14,4,3 %ilfi\\?é‘nics FLOAT DOUBLE s
MatrixOpsHours_7 5088[71,14,4,3 %ilfi\\?é‘nics FLOAT DOUBLE s
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Variable name Address Data AMC data | Insights Insights
source type Hub data Hub unit
type

MatrixOpsHours_8 5088[8],14,4,3 %ir)amics FLOAT DOUBLE s
rive

MatrixOpsHours_9 5088[9],14,4,3 %ir)amics FLOAT DOUBLE s
rive

MatrixSpeedThresholdNumb | 5082,14,4,3 Sinamics FLOAT DOUBLE -

er Drive

MatrixSpeedThrs_0 5084[0],14,4,3 %ir)amics FLOAT DOUBLE -
rive

MatrixSpeedThrs_1 5084[1],14,4,3 %ir)amics FLOAT DOUBLE -
rive

MatrixSpeedThrs_2 5084[2],14,4,3 %ir)amics FLOAT DOUBLE -
rive

MatrixSpeedThrs_3 5084[3],14,4,3 %ir)amics FLOAT DOUBLE -
rive

MatrixSpeedThrs_4 5084[4],14,4,3 %ir)amics FLOAT DOUBLE -
rive

MatrixSpeedThrs_5 5084[5],14,4,3 %ir)amics FLOAT DOUBLE -
rive

MatrixSpeedThrs_6 5084[6],14,4,3 %ir)amics FLOAT DOUBLE -
rive

MatrixSpeedThrs_7 5084[7],14,4,3 %ir)amics FLOAT DOUBLE -
rive

MatrixSpeedThrs_8 5084[8],14,4,3 %ir)amics FLOAT DOUBLE -
rive

MatrixTorqueThresholdNum | 5083,14,4,3 Sinamics FLOAT DOUBLE -

ber Drive

MatrixTorqueThrs_0 5085[0],14,4,3 %ir)amics FLOAT DOUBLE nm
rive

MatrixTorqueThrs_1 5085[1],14,4,3 %ir)amics FLOAT DOUBLE nm
rive

MatrixTorqueThrs_2 5085[2],14,4,3 %ir)amics FLOAT DOUBLE nm
rive

MatrixTorqueThrs_3 5085[3],14,4,3 %ir)amics FLOAT DOUBLE nm
rive

MatrixTorqueThrs_4 5085[4],14,4,3 %ir)amics FLOAT DOUBLE nm
rive

MatrixTorqueThrs_5 5085[5],14,4,3 %ir)amics FLOAT DOUBLE nm
rive

MatrixTorqueThrs_6 5085[6],14,4,3 %ir)amics FLOAT DOUBLE nm
rive

MatrixTorqueThrs_7 5085[7],14,4,3 %ir)amics FLOAT DOUBLE nm
rive
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Variable name Address Data AMC data | Insights Insights
source type Hub data Hub unit
type
MatrixTorqueThrs_8 5085[8],14,4,3 %ir)amics FLOAT DOUBLE nm
rive
Motor_temp 35,14,4,3 Sinamics FLOAT DOUBLE °C
Drive
NumOfClamping 5045[0],14,4,3 %ir)amics FLOAT DOUBLE -
rive
NumOfClampingOpsOutOfT | 5045[4],14,4,3 Sinamics FLOAT DOUBLE -
ol Drive
NumOfClampingOpsWithTol | 5045[3],14,4,3 %ir)amics FLOAT DOUBLE -
rive
NumOfFaultClamping 5045[1],14,4,3 %ir)amics FLOAT DOUBLE -
rive
OpHoursControl 5052,14,4,3 %ir)amics FLOAT DOUBLE s
rive
OpHoursSpeed 5051,14,4,3 Sinamics FLOAT DOUBLE s
Drive
OrderNumber_0 5021[0],14,4,3 Sinamics FLOAT DOUBLE -
Drive
OrderNumber_1 5021[1],14,4,3 Sinamics FLOAT DOUBLE -
Drive
OrderNumber_10 5021[10],14,4,3 %ir)amics FLOAT DOUBLE -
rive
OrderNumber_11 5021[11],14,4,3 | Sinamics FLOAT DOUBLE -
Drive
OrderNumber_12 5021[12],14,4,3 %ir)amics FLOAT DOUBLE -
rive
OrderNumber_13 5021[13],14,4,3 %ir)amics FLOAT DOUBLE -
rive
OrderNumber_14 5021[14],14,4,3 %ir)amics FLOAT DOUBLE -
rive
OrderNumber_15 5021[15],14,4,3 %ir)amics FLOAT DOUBLE -
rive
OrderNumber_16 5021[16],14,4,3 %ir)amics FLOAT DOUBLE -
rive
OrderNumber_17 5021[17],14,4,3 %ir)amics FLOAT DOUBLE -
rive
OrderNumber_2 5021[2],14,4,3 Sinamics FLOAT DOUBLE -
Drive
OrderNumber_3 5021[3],14,4,3 Sinamics FLOAT DOUBLE -
Drive
OrderNumber_4 5021[4],14,4,3 Sinamics FLOAT DOUBLE -
Drive
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Variable name Address Data AMC data | Insights Insights
source type Hub data Hub unit
type
OrderNumber_5 5021[5],14,4,3 Sinamics FLOAT DOUBLE -
Drive
OrderNumber_6 5021[6],14,4,3 Sinamics FLOAT DOUBLE -
Drive
OrderNumber_7 5021[7],14,4,3 Sinamics FLOAT DOUBLE -
Drive
OrderNumber_8 5021[8],14,4,3 Sinamics FLOAT DOUBLE -
Drive
OrderNumber_9 5021[9],14,4,3 Sinamics FLOAT DOUBLE -
Drive
ProdDate 5023,14,4,3 Sinamics STRING -
Drive
PTCMotorTempExcNum 5061[0],14,4,3 %ir)amics FLOAT DOUBLE -
rive
PTCMotorTempLastTime 5063[0],14,4,3 %ir)amics FLOAT DOUBLE -
rive
PTCMotorTempTotTime 5062[0],14,4,3 %ir)amics FLOAT DOUBLE S
rive
RefClampingTimeAvg 5046[2],14,4,3 %ir)amics FLOAT DOUBLE ms
rive
RefClampingTimeMax 5046[1],14,4,3 Sinamics FLOAT DOUBLE ms
Drive
RefClampingTimeMin 5046[0],14,4,3 Sinamics FLOAT DOUBLE ms
Drive
ReferenceClampingTimeWit | 5042[1],14,4,3 Sinamics FLOAT DOUBLE ms
houtTool Drive
SerialNumber_0 5022[0],14,4,3 Sinamics FLOAT DOUBLE -
Drive
SerialNumber_1 5022[1],14,4,3 Sinamics FLOAT DOUBLE -
Drive
SerialNumber_2 5022[2],14,4,3 Sinamics FLOAT DOUBLE -
Drive
SerialNumber_3 5022[3],14,4,3 Sinamics FLOAT DOUBLE -
Drive
SpindleSuppTemp 4105,14,4,3 Sinamics FLOAT DOUBLE °C
Drive
SuppTemplabel 4107[0],14,4,3 Sinamics FLOAT DOUBLE -
Drive
TrendClampingTime24 5046[3],14,4,3 Sinamics FLOAT DOUBLE ms
Drive
TrendClampingTime240 5046[4],14,4,3 Sinamics FLOAT DOUBLE ms
Drive
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Variable name Address Data AMC data | Insights Insights
source type Hub data Hub unit
type
TrendClampingTime2400 5046[5],14,4,3 %ir)amics FLOAT DOUBLE ms
rive
WarningKTY2TempExcNum 5061[3],14,4,3 %ir)amics FLOAT DOUBLE -
rive
WarningKTY2TempLastTime | 5063[3],14,4,3 %ir)amics FLOAT DOUBLE -
rive
WarningKTY2TempTotTime 5062[3],14,4,3 %ir)amics FLOAT DOUBLE s
rive
WarningMotorTempExcNum | 5061[1],14,4,3 %ir)amics FLOAT DOUBLE -
rive
WarningMotorTempLastTime | 5063[1],14,4,3 %ir)amics FLOAT DOUBLE -
rive
WarningMotorTempTotTime | 5062[1],14,4,3 %ir)amics FLOAT DOUBLE S
rive

Gantt chart display on the machine dashboard

Error description:

If different states are sent to the machine dashboard at 15-second intervals, they can no longer
be displayed in the Gantt chart as soon as the maximum of 1 600 data points is attained.

Remedy:

No remedy possible.

"Cross-Tenancy" function

You have the option of releasing assets for other tenants using the "Cross Tenancy" function.

Note

Data and configuration visible in shared assets

In your role as "Tenant-Admin", when using function "Cross-Tenancy", it is especially important
that you take note of the description in the appropriate Insights Hub Manual.

If the "Manage MyMachines" application is used with function "Cross-Tenancy", then data and
configurations can also be read-accessed in those tenants whose assets have been shared.

Carefully check to what extent the criticality of the data and configurations, which are used by
you or the users of the received tenant, allows sharing such as this to be made possible.
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The following options are not possible using the "Cross-Tenancy" function:
e Uploadfiles
* Insert machine image

* Display location

"HMI trace" file is not generated

Error description:

In cases where a variable or alarm condition is triggered and the trace file is displayed but the
machine is shut down before the HMl trace files could be generated, the HMI trace for the
specific alarm is no longer created.

Remedy:

No remedy possible.

Alarm detected - synchronization of time and time zones

Error description:

During alarm notification, server time and detection time (_time) may differ by up to one hour.

Remedy:

Synchronize the time and time zones of all SINUMERIK components to avoid different time
stamps for the various aspects.

Time-based trace files trigger

Filter functions

42

Error description:
The number of time-based HMI trace file triggers is limited to one.

There are operation intervals between 1 hour and 24 hours. If during a 1 hour cycle the network
speed falls below 12 Kbps and the trace file is larger than 20 MB, some trace files may not be
sent to Insights Hub.

Remedy:

No remedy possible.

* Note the following if you filter assets according to hierarchy, asset ID, asset type or asset
name:

- The system supports a maximum of 2000 assets in the list.

- Formore than 500 assets, loading takes longer in order to display the correct filter
results.
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Configuring a machine overview

"File" function

"Export" function

If selected variables for an asset are not available in the machine overview, then a variable
value is not displayed. The field is empty.

If you start Manage MyMachines in the incognito window, then the changes that you make in
the incognito window are not saved when you close the window.

File display:

- Ifthere are a lot of files in the selected time range, it can take longer until the files are
displayed.

Downloading:

- It cantake longer to download the files if the files are large, or several files are selected.
Uploading:

- You cannot upload empty files.

- The maximum permissible file size is 100 MB.

- You cannot upload a file with the same name. If a file with the same name already exists
in Insights Hub, then delete the file and try to upload the file again.

- Depending on the network connection, it can take longer to upload the file.

You can set up a maximum of 90 days for the export operation.
You cannot select a date that lies in the future.
The "Export" function is only possible in Insights Hub with aspect type, category "Dynamic".

The export time depends on the number of time series.

“Copy configuration” function

The application cannot save the last status of the process if you work in incognito windows.
You can no longer call the status if the page is closed.

If an asset is locked for a user, the other users cannot change the configuration until the lock
is withdrawn.

Copying a configuration is considered a complete process. If an asset is locked for another
user, then the copy configuration issues an error, which indicates which assets are locked.
The "Copy" function is not continued if all of the selected assets belong to the configuration.

You cannot undo the copy operation. If a variable is created in Insights Hub, you can no
longer change the unit and data type of the variable.
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Data not transferred to Insights Hub with Powerline/HMI Advanced machines

Error description:

The machine is successfully onboarded, but data is not being transferred to Insights Hub. This
issue may be caused by the OPC Server not running. If you attempt to execute
SOPC_MachineSwitch.exe, you may encounter an error message.

Remedy:

Follow the following steps:

1.) Either upgrade to PCU Base 8.6 SP4 OR, if PCU Base is older than 8.6SP4, "Microsoft Visual
C++ 2005 Redistributable" must be installed (https://www.microsoft.com/en-
us/download/confirmation.aspx?id=26347).

2.) Check whether the "MCVar.dll" file is available in the "F:\mmc2" directory

If the file is missing, reinstall/Repair HMI Advanced (Restart setup.exe)

3.) Use the "Regedit" Tool to check if the OPC Server is registered in the Windows registry
(name: "OPC.Sinumerik.Machineswitch" -The entry must exist more than once!)

4.) If there is no entry in the registry, register the OPC Server.

Open Comman Shell and enter:

F:\mmc2\opc\dataaccess\SOPC_MachineSwitch.exe /RegServer

5.) Restart the machine.

Machine Agent - Heidenhain controller connection pre-requisites

44

Error description:

When commissioning a Machine Agent client, using the Heidenhain Adapter (starting from
v2.0.0), the applications installed on the client won't be able to read out any data. This issue is
caused by the client being unable to set up connection to the controller without additional
manual steps.

Remedy:
Heidenhain SDK setup should be installed. You can find the Heidenhain additional setup in

MA_AdditionalComponents path in the support center download package.

If you have already installed and onboarded a Machine Agent client, using Heidenhain
connectivity, then Machine Agent client must be uninstalled first.

Note: Heidenhain Adapter logs are in "C:\Users\user\AppData\Local\Temp" , user is the user
that you will select during Log On change.

Instructions can be found in the section “3.7.1 Heidenhain Adapter Installation”.
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Machine Agent - Redistributable setup should be installed to use Mitsubishi Adapter
Error description:

Mitsubishi Adapter (starting from v2.0.0) does not work without redistibutable setup.

Remedy:

Mitsubishi redistibutable setup should be installed. You can find Mitsubishi additional setup in
MA_AdditionalComponents path in the support center download package.

“Copy configuration” function of Shopfloor Management Application runs in storage error

Error description:

When attempting to copy a configuration in the Shopfloor Management application, the process
fails after clicking the “Apply” button. The system does not provide any feedback to the user, and
the configuration is not copied. The issue can only be identified by inspecting the browser’s
Developer Tools, which reveal a storage-related error.

Remedy:

Clear the browser cache and reload the Shopfloor Management application. After clearing the
cache, the copy function for configurations works as expected.

Alarm Text language limitation

Regardless of the language setting, alarms are transferred exclusively in English language. This
limitation originates from the machine itself and is not within the control of the MMM or Insights
Hub applications. Consequently, both MMM and Insights Hub will display alarms in English

3.7 Machine Agent Adapter Specific Restrictions

3.7.1 Heidenhain Adapter Installation
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When commissioning a Machine Agent client with the Heidenhain Adapter (starting from version
2.0.0), applications installed on the client are unable to retrieve any data. This issue occurs
because the client cannot establish a connection with the controller without additional manual
configuration.

If the Machine Agent client has already been installed and onboarded using Heidenhain
connectivity, it must be uninstalled first.

Install the Heidenhain SDK setup. The additional setup files for Heidenhain can be found in the
following path:
Clients/MachineAgent/AdditionalComponents

Note: Heidenhain Adapter logs are stored in the directory C:\Temp\Log. The username
corresponds to the user selected during the Log On change.

Instructions:

1) Ensure that the latest version of the Machine Agent is installed. If nhot, proceed with the
installation first.
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Preparing to Install...

Operation mode

(®) Normal operation

(O Multi dient operation

InstaliShield

Manage MyMachines, Manage MyMachines /Spindle Monitor
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ﬁ Machine Agent - InstallShield Wizard

Please select the operation mode.
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'ﬁl Machine Agent - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dlick Back. Click Cancel to
exit the wizard.

< Back Install Cancel

Manage MyMachines, Manage MyMachines /Spindle Monitor
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InstallShield Wizard Completed

The Installshield Wizard has successfully installed Machine
Agent. Clidk Finish to exit the wizard.

[] Show the Windows Installer log

Cancel
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2 ) Navigate to Services, locate the Machine Agent Launcher(s), right-click on it, and
select Properties.

All Apps Documents Settings More ¥

Best match

Services
23

App
Apps
% Component Services
¢ Dotfuscator Software Services
Folders (1+)
Documents - This PC (14+)

Settings (2)

O serviceq|
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L5 Services - O x
File Action View Help

e |mEBE=H

B> B

_‘ Services (Local) .:\(, Services (Local)
MachineAgentLauncher Mame - Description Status Startup Type Log On As &
. B Automatic
EL:UES:P;::T:F::E Start Manual Local System
Restart the service 5} MessagingService_dlad124: Stop Automatic (T.. Local System
- {,:J_;Mlcrnsof't (R) Diagnostics H Pause Manual Local System
- {,:J_-Mlcrnsof't Account Sign-in iy Manual (Trig...  Local System
E’Iea;:l:‘iﬂ:?glant Launcher service {,‘J icrosoft App-V Client Restart Disabled Local System
‘5 Microseoft Cloud Identity Se. Manual Metwork Service
{;’;Micrnsoft Defender Antiviru All Tasks > Manual Local Service
{,}’;Micrnsoft Defender Antiviru Refresh Automatic Local System
£ Microsoft Edge Elevation Se Manual Local System
»S:? Microsoft Edge Update Serv Properties Automatic (.. Lecal System
icrosoft Edge Update Serv Help Manual (Trig... Lecal System
icrosoft iSCS| Initiator Ser. Manual Local System
% Microsoft Keyboard Filter Controls ke... Disabled Local System
{:)_;Mi(msnf‘t Office Click-to-R... Managesre.. Running Automatic Local System
»E,:)_-Mi:rnsnft Passport Provides pr.. Running  Manual (Trig...  Local System ]

icrosoft Passport Container Manages lo..  Running  Manual (Trig..  Local Service

{:J_;Micrnsof't Policy Platform L., Running  Manual Local System
% Microsoft Pelicy Platform P... Running  Manual Local System
{,:J_;Mlcrnsof't Search in Bing Aserviceto .. Running  Automatic Local System
{,:J_;Mlcrnsof't Software Shadow... Manages so... Manual Local System
-E,:J;Micrnsof't Storage Spaces 5.. Host service.. Running  Manual Metwork Service bl

Extended )( Standard/

Opens the properties dialog box for the current selection,
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52

3) Navigate to the Log On tab and select the second option, This account. Click Browse, then
select Advanced, and click Find Now to view the available users on the device. If your desired
user is not listed, you can manually enter a username and password for an account with

Administrator privileges.

—

|
Select User >

L]
Select this object type: by
|User or Builtin security principal | Object Types... | |
From this location: Y
[EvToz578N8 || Locations.. | [
Y
Erter the object name to select (zxamples): ¥
Check Names rk
e
i

Advanced... QK Cancel i

i

I Local Sy

Local Sy

Local Sy

Local Sy

Local Sy

Local Se

Local Sy

Local Sy

QK Cancel Apply Local 5y

Local Sy
f,";l"-ﬂicru:usnft Storage Spaces 5. Host service.. Running  Manual Metwork
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MachinefgentLauncher Properties (Local Computer) > h

General LogOn  Recovery Dependencies

Log on as:
() Local System account

Allow service to interact with desktop

{®) [his accourt: Browse...

Passwnrd: FEERRRRERERRREN |

Conﬁn—n passwurd FEERRRRERERRREN

Cancel Aoply
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File Action View Help

e mEc= BEl >»®nwn

. Services (Local) ' Services (Local) I
MachineAgentLauncher
Stop the service

Pause the service
Restart the service

Description:
Machine Agent Launcher service

e
'\ Extended { Standard /

| ==
- 1As

Select User
Select this object type:

User or Builtin security principal I Object Types...
From this location:
[Evrozs7eNs | | Locatins...

Common Queries

Name: Starts with Columns

ption: | Starts with

o
Search results: 2 Concel

Name In Folder

54
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4) Select a user with Administrator privileges and an active password.

Note: If your desired user is not listed, you can manually select any user with a set password

and Administrator rights.

After selecting the appropriate user, click OK, and then click OK again in the Select
User dialog.

&k Services

File Action View

&%= EL

Help
EZH=El v e np

. Services (Local)

. Senvices (Local)
MachineAgentLauncher
Stop the senvice

Pause the service
Restart the service

Description:
Machine Agent Launcher service

Extended | Standard /

- O X
MachineAgentl] ¢~ - % h
Select User
Name Select this object type o
£ MachineAgentLaunchy | Select this obief [User or Buitn securty principal | | Obect Types..
& McpManagementServi ‘UW or Buitin| - From this location
5 MessagingService_55d| | From this locati ‘WND?HSBHEED\ ‘ =t
€ Microsoft (R) Diagnost | [\IN.D7HSEJ]
G Microsaft Account Sig \; Cammen Gueries
G Microsoft App-V Clienf | Erterthe objedt —— Columns
€k Microsoft Cloud Identi
) Microsoft Defender An Desciption: [ Starts with © [_Find Now ]
gM\croso& Defender An Diesbied mooune Stop
Gk Microsoft Edge Elevati e
N vord
1€} Microsoft Edge Updaty o g passe
65 Microsoft Edge Updat Diays since last logon: - =
Gk Microsoft iSCSl Initiata
1 Microsoft Keyboard Fil
s Microsoft Passport
Gk Microsoft Passport Cot Search resuks 28 =
G Microsoft Software Sh Moo o Foleer
£ Microsoft Storage Spa
éM\(mso& Stmgm ;:” 8 Administrator  WIN-DTHSBJ1S
) @, spachelser  WIN-D7HSBJTS...
g
‘R’M“’““W‘”“““ s 8, DefautAccount WIN-D7HSBITS..
Q} MongoDB Server (Mon 85 Guest WIN-DTHSBJ1S.. v
= = 2 LOCAL SERV.
L R WAADAPTER Wi

Manage MyMachines, Manage MyMachines /Spindle Monitor

Readme, 01/2022

&, sshd WIN-DTHSBJ1S
B4 WDAGtityA... WIN-DTHSBIIS..

3.7 Machine Agent Adapter Specific Restrictions

55



Product information/technical update

3.7 Machine Agent Adapter Specific Restrictions

&) Services - [m} b4
File Action View Help
L el IER=RETN 7] LU LU
‘ | | ‘ MachineAgentLauncher Properties (Local Computer) X k
. Services (Local)
- Select User
MachineAgentLauncher Name Type  LogOnhs ~
& MachineAgentLaunchy | Selectthis obiect type: ic Local System
Stopthesenice & McpManagementSen | [User or Buitin sceuity principal | | Obiect Types... | 1 Local System
Restart the service %MESSEQ‘HQSEMCEJN From this location: | (Trig...  Local System
,}‘};M.cmso& (R) Diagnost |W|N,D7H5m155m | o= W Local System
&) Microsoft Account Sig| I (Trig...  Local System
Description: &) Microsoft App-V Clien{ | Enterthe object name to select (examples): d Local System
Machine Agent Launcher service e PP ¥
hMicrosoft Cloud Identil | (WIN-D7HSBJ1SED\MA-ADAPTER] Check Names | Metwork Service
] Microsoft Defender An | Local Service
). Microsoft Defender An tic Local Systermn
&) Microsoft Edge Elevati | Local System
& Microsoft Edge Update tic (.. Local System
&) Microsoft Edge Updats Manual (Trig... Local System
&k Microsoft iSCS! Initiat Manual Local System
&) Microsoft Keyboard Fi Disabled Local System
£k Microsoft Passport Manual (Trig...  Local System
£k Microsoft Passport Co Manual (Trig...  Local Service
1 Microsoft Software Sh Manual Local System
&5 Microsoft Storage Spas Manual Metwork Service
1 Microsoft Store Install lg Manual Local System
6} Microsoft Windows S| Porh Manual (Trig... ~ Local Service
& MongoDE Server (Mol Automatic Network Service v
e oo T A R
Extended [ Standard /

5) Enter the account password, click OK, and restart the Machine Agent Launcher(s) service.

£ Services - o x
File Action View Help
Aadll Gizldelvmuw MachineAgentLauncher Properties (Local Computer) X t
Services (Local)
General LogOn  Recovery Dependencies
MachineAgentLauncher Name Startup Type  Log On As ~
B MachineAgentlaunch{ 99" ko Automatic  Local Syctem
ﬁ:z::i’x; - McpManagementSeri () Lacal System aceount Manual Local System
Restart the service £ MessagingService_55d Alow service to interact with deskiop Manual (Trig... Local System
T & Microsoft (R) Diagnast A Manual Local System
. s Microsoft Account sig) | @ T 2t [\MAADAPTER | Manual (Trig... ~Local System
?A?;"ﬂ'e“x;m Lsuncher semvice 5:. Microsoft App-V Clien Password Disabled Local System
&) Microsoft Cloud Identi Manual Network Service
& Microsoft Defender An Confir password: lg Manual Local Service
&) Microsoft Defender An lo  Automatic  Local System
&} Microsoft Edge Elevati Manual Local System
&5 Microsoft Edge Updat Automatic (.. Local System
&} Microsoft Edge Updat Manual (Trig... ~ Local System
). Microsoft iSCS! Initiata Manual Local System
&} Microsoft Keyboard Fi Disabled Local System
£k Microsoft Passport Manual (Trig... ~Local System
&} Microsoft Passport Cor Manual (Trig... ~Local Service
£, Microsoft Software Sh Manual Local System
£ Microsoft Storage Spa Manual Network Service
< Microsoft Store Install lg  Manual Local System
&) Microsaft Windows S ok || Caod || Al | Manual(Tig.. LocalSenice
£ MongoDE Server (M Automatic Network Service o
P - . .

Extended 4 Standard /
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% Senvices - o x
File Action View Help
e @ E a2 HmEl »enwn
<) Sevices (Local) |21 Senvices (Local)
MachineAgentLauncher Name . Description Status StaupType  Log On As "
Running Automatic  AMA-ADAPTER
%ﬁ::;:i’a"::e cpManagementService Sl Descripti... Manusl Local System
Restart the service 15 MessagingService_55dd7 Stop) ing text .. Manual (Trig... Local System
& Microsoft (R) Diagnostics Hub Standard Collectors ~ Pause b Standar Manual Local System
165 Microsoft Account Sign-in Assistant Resume n-in thro... Manual (Trig... Local System
IhJJIEaS:;\‘l:':U);;EHt Louncher semvice .:9 Microsoft App-V Client Ek;m an... Disabled Local System
165 Microsoft Cloud Identity Service ions wit... Manual Network Service
& Microsoft Defender Antivirus Network Inspection s A1l Tasks ? Ginstintr.. Running  Manual Local Service
16 Microsoft Defender Antivirus Service Refresh Sersfrom.. Running  Automatic  Local System
& Microsoft Edge Elevation Service (MicrosoftEdgeEle tEdge up... Manual Local System
& Microsoft Edge Update Service (edgeupdate) Properties rosoft sof... Automatic (.. Local System
G Microsoft Edge Update Service (edgeupdatem) Help rosoft sof.. Manual (Trig... Local System
1€ Micrasoft ISCS Initiator Service i — T Manual Local System
G Microsoft Keyboard Filter Controls keystroke fiteri... Disabled Local System
185 Microsoft Passport Provides process isolation.. Manual (Tig... Local System
G Microsoft Passport Container Manages local user ident... Manual (Trig... Local Service
& Micrasoft Software Shadow Copy Provider Manages software-based... Manual Local System
G Microsoft Storage Spaces SMP Host service for the Micr.. Manual Network Service
& Microsoft Store Install Service Provides infrastructure s, Running  Manual Local System
&% Microsoft Windows SMS Router Service. Routes messages based ... Manual (Trig... Local Service
£ MongeDe Server (MongaDE) MengoDB Database Serv... Automatic  Network Service o

'\, Extended /| Standard

6) Navigate to Component Services > Computers > My Computer > DCOM
Config > HeidenhainDNC Surrogate DIlHost. Right-click and select Properties, then go to
the Identity tab. Select This user and enter an administrator username.
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1

B p
s I S,

. File Action

View Window H

| HEXE | HE

(5 00 D0 0 0 0 0 0 O L 0 O I 0 0 5 0 0 O 5 0 s

EntAppSvec
EntAppSvec
EntAppSvc
Event Object Chang
Event Object Chang
Exchange Active Sy
Execute Unknown
Experimentation Br
F12AppFrameClien
FamilySafetyRefres
faultrep.dll
FaxCommon Class
Feature Usage Liste|
File Prop Sheet Pag
FileSystemlmage
FodHelper

Found Mew Hardw
FsrmPropertiesProg
FwCplILUA

GIDS Smart Card Si
GPMC Reporting
GraphicsPerfSvc
HeidenhainDNC Sul
HomeGroup CPL A
HomeGroup Listen
HomeGroup Printir]

HeidenhainDMC Surregate DIIHost Properties

General Location Securty Endpoints  Identity

Which user account do you want to use to run this application?

() The interactive user.
() The launching user.

(®) This user.

User: |

Password: |

Confirm passward: |

The system account (services only).

Leam more about setting these properties.

Cancel

Browse...

Apply

Em DilHost

Once these manual steps are completed, you can resume the normal commissioning process
of the Machine Agent client, starting from the onboarding step.
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3.7.2 Heidenhain Adapter File Upload Restrictions

The default installation location of Machine Agent has limited access rights that prevents the execution of any file
operations which targets a path inside this folder, e.g a script’s home directory. There are two possible solutions to
this matter.

1. Install the Machine Agent Core into a custom location which was created by the logged in user

2. Add the user with full access rights to the list of users who can access that folder

The user must be the same that was used to install the Heidenhain SDK and to operate the Machine Agent
Core service.

Second option:
1. Navigate to the C:\Program Files (x86)\Siemens.

2. Rightclick on the MachineAgent folder and select properties.

wr o ) '
yoma®r 0 qeew -

v Local Dak (C2) » Prograen Files (i88) » Siemens

-~
&

Machine A~~~ e
Open |
Open = new window
Pin 10 Quack access

= G Scan with Windows Defender

tChent Grve access to
Restore previous versons
Inciude m bty

Pin to Start

Send to

51607073659 Copy
Create thortcut

Delete

Rename
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3. Onthe properties’ Security tab click edit to extend the list of users who can access the folder.

+ Prograrn Files (x38) » Siemens

e

i Mame Date modefied Ty
Machine Agent 9192024 112 A Fil
Machine Agent Properties *
o )
Obgect name;  C\Program Fles (B8] Seemens \Machine Agent
Group of UBEr NaMes:
ESIALL APPLICATION PACKAGES A
S ALL RESTRICTED APPLICATION PACKAGES
SR CREATOR QWNER
OF aveTEL b
< >
Te change permissans, chck Bt ‘m
Pemissions for ALL
APPLICATION PACKAGES Al Dy
Full comtnl "
Mty
Read § eoscute w
List folder confents r
~ Read v
Virde W
For special permissions or advanced seftings, | an..
chck Advanced. L
ok || Camed || Aoy
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4. When the permissions window is opened, click on the Add button.

General Shaing Securty  Previous Versions  Customize
Otgect nome:  C:\Program Fles (cBE)" Seemeng’ Machine Agent

(Eroup oF Lser Names:

' EEALL APPLICATION PACKAGES
= ALL RESTRICTED APPLICATION PACKAGES
AR CREATOR OWMER

AR eveTEW b
£ *

> |

To change permissions, chick Edit

Pemisssons for ALL
APPLICATION PACKAGES

Full contral et
Modiy

Read & execide w

List fodder conberts v

Read v

Wirle w

For special parmissions or advanced seitings,
ciick Advanced

Advanced |

hisd,
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Secuity

Olsject name:  C\Program Fles (xB6)Semens Mazhine Agert

Group or user names:

€

&1 ALL APPLICATION PACKAGES ~
S ALL RESTRICTED AFFLICATION PACKAGES

& CREATOR OWHER

AR 5YSTE

. . ) -

Pormizsona for ALL
APPLICATION PACKAGES

Full contrl

Mioddy
Faad & sxscute
List Folder cortents
Fead

I:II:IE

0K | Cancal
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5. Inthe opened window type the user account name with which the Heidenhain SDK is installed and used to
run MachineAgentLauncher service. You can check the validity of the account by clicking on the ,,Check

Names” button.

i Shaing Séculy Previous Versions Cusiomize

tname: | Select Users or Groups

JOrusSrnd  Celact this object type:

-

o o o s [
~REATOR| From this lecation:
EvETEL | Locations... ~
. | PACKAGES
wange pery  Enter the object names to select (Eiamplesl
ssions for / Check Names
JCATION F b Administraton) N
1 control >
iy
i tone]
t fiodder contents vy APPLICATION PACKAGES Alcrw Dery
ad v Full control ] O =
.o X Modify O O
yerial pammsons of sdvanced ssbrgs, Advanced Aead & sxecide O
Advanced, List fislder conterts ]

Read O .

0K Cancel Foply
0K Cancel Apphy
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6. Asthe final step, give full control for the user over the folder and click on the Apply button.

Object name:  C:\Program Fles (58] Siemens\Machine Agent

(Group or user names:

"I ALL APPLICATION PACKAGES |
iﬁ;P-LL RESTRICTED APPLICATION PACKAGES

HE CREATOR OWNER
AR cveTEW
<

T charsge permissions, cick Bdi.

Pemissicns for ALL
APPLICATION PACKAGES Al Dharry

Full control i

Mooy

Read & sxecule v

List fodder comtents v

Fead v

Winte W
For special permissions or advanced settings. Advanead

oK Cancel Recty |

Permagions for Machine Agent 4

ety

Cibject name:

C-\Program Fles (BE) Siemers Machine Agent

Group or user names:
2 soer S -+ -
=1 ALL APPLICATION PACKAGES
[EIALL RESTRICTED APPLICATION PACKAGES
BR CREATOR OWNER
B SYSTEM v

£

Pemmigsions for agent

L

Full control

Fead & execule
List folder conberts

lrﬂtﬂrﬂrﬂﬁgi
jooooo|y g

4

{
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