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Legal information

Warning notice system

This manual contains notices you have to observe in order to ensure your personal safety, as well as to prevent
damage to property. The notices referring to your personal safety are highlighted in the manual by a safety alert
symbol, notices referring only to property damage have no safety alert symbol. These notices shown below are
graded according to the degree of danger.

/\ DANGER

indicates that death or severe personal injury will result if proper precautions are not taken.

/\ WARNING

indicates that death or severe personal injury may result if proper precautions are not taken.

/\ CAUTION

indicates that minor personal injury can result if proper precautions are not taken.

NOTICE

indicates that property damage can result if proper precautions are not taken.

If more than one degree of danger is present, the warning notice representing the highest degree of danger will be
used. A notice warning of injury to persons with a safety alert symbol may also include a warning relating to property
damage.

Qualified Personnel

The product/system described in this documentation may be operated only by personnel qualified for the specific
task in accordance with the relevant documentation, in particular its warning notices and safety instructions. Qualified
personnel are those who, based on their training and experience, are capable of identifying risks and avoiding
potential hazards when working with these products/systems.

Proper use of Siemens products
Note the following:

/\ WARNING

Siemens products may only be used for the applications described in the catalog and in the relevant technical
documentation. If products and components from other manufacturers are used, these must be recommended or
approved by Siemens. Proper transport, storage, installation, assembly, commissioning, operation and
maintenance are required to ensure that the products operate safely and without any problems. The permissible
ambient conditions must be complied with. The information in the relevant documentation must be observed.

Trademarks

All names identified by ® are registered trademarks of Siemens AG. The remaining trademarks in this publication
may be trademarks whose use by third parties for their own purposes could violate the rights of the owner.

Disclaimer of Liability

We have reviewed the contents of this publication to ensure consistency with the hardware and software described.
Since variance cannot be precluded entirely, we cannot guarantee full consistency. However, the information in this
publication is reviewed regularly and any necessary corrections are included in subsequent editions.
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Preface

SINUMERIK documentation
The SINUMERIK documentation is organized into the following categories:
® General documentation/catalogs
® User documentation

® Manufacturer/service documentation

Additional information

You can find information on the following topics at the following address (https://
support.industry.siemens.com/cs/de/en/view/108464614):

® Ordering documentation/overview of documentation
e Additional links to download documents
® Using documentation online (find and search in manuals/information)

If you have any questions regarding the technical documentation (e.g. suggestions,
corrections), please send an e-mail to the following address
(mailto:docu.motioncontrol@siemens.com).

mySupport/Documentation

At the following address (https://support.industry.siemens.com/My/ww/en/documentation),
you can find information on how to create your own individual documentation based on
Siemens' content, and adapt it for your own machine documentation.

Training
At the following address (http://www.siemens.com/sitrain), you can find information about
SITRAIN (Siemens training on products, systems and solutions for automation and drives).
FAQs
You can find Frequently Asked Questions in the Service&Support pages under Product
Support (https://support.industry.siemens.com/cs/de/en/ps/faq).
SINUMERIK

You can find information about SINUMERIK at the following address (http://www.siemens.com/
sinumerik).
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Target group

Benefits

Standard scope

This publication is intended for:

® Project engineers

® Technologists (from machine manufacturers)
® Commissioning engineers (systems/machines)
® Programmers

® Users

The function manual describes the functions so that the target group knows them and can
select them. It provides the target group with the information required to implement the
functions.

This documentation describes the functionality of the standard scope. Extensions or changes
made by the machine tool manufacturer are documented by the machine tool manufacturer.

Other functions not described in this documentation might be executable in the control. This
does not, however, represent an obligation to supply such functions with a new control or when
servicing.

Further, for the sake of simplicity, this documentation does not contain all detailed information
about all types of the product and cannot cover every conceivable case of installation, operation
or maintenance.

Note regarding the General Data Protection Regulation

Siemens respects the principles of data privacy, in particular the data minimization rules
(privacy by design). For the "Manage MyMachines Remote" product, this means the following:

Information about the remote session duration and those participating.
The product processes/saves the following personal data:
This data does not involve data from the personal/private or intimate domain.

The data specified above is required to evaluate session information. The data saved is limited
to the absolute minimum that is required to identify the sessions carried out and the associated
participants. Further, it is information that is absolutely necessary to invoice costs between the
service provider (OEM) and the end user.

The above specify data cannot be saved with anonymity as the purpose is to identify the
associated operating personnel.

This session data can be deleted if necessary. To do this, contact customer support.

Manage MyMachines /Remote - installation in existing control environments
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Technical Support

Country-specific telephone numbers for technical support are provided in the Internet at the
following address (https://support.industry.siemens.com/sc/ww/en/sc/2090) in the "Contact"
area.
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Fundamental safety instructions 1

1.1 General safety instructions

/\ WARNING

Danger to life if the safety instructions and residual risks are not observed

If the safety instructions and residual risks in the associated hardware documentation are not
observed, accidents involving severe injuries or death can occur.

® Observe the safety instructions given in the hardware documentation.

® Consider the residual risks for the risk evaluation.

/\ WARNING

Malfunctions of the machine as a result of incorrect or changed parameter settings

As aresult of incorrect or changed parameterization, machines can malfunction, which in turn
can lead to injuries or death.

® Protect the parameterization against unauthorized access.

e Handle possible malfunctions by taking suitable measures, e.g. emergency stop or
emergency off.

Manage MyMachines /Remote - installation in existing control environments
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Fundamental safety instructions

1.2 Warranty and liability for application examples

1.2 Warranty and liability for application examples

Application examples are not binding and do not claim to be complete regarding configuration,
equipment or any eventuality which may arise. Application examples do not represent specific
customer solutions, but are only intended to provide support for typical tasks.

As the user you yourself are responsible for ensuring that the products described are operated
correctly. Application examples do not relieve you of your responsibility for safe handling when
using, installing, operating and maintaining the equipment.

Manage MyMachines /Remote - installation in existing control environments
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Fundamental safety instructions

1.3 Security information

1.3 Security information

Siemens provides products and solutions with industrial security functions that support the
secure operation of plants, systems, machines and networks.

In order to protect plants, systems, machines and networks against cyber threats, it is
necessary to implement — and continuously maintain — a holistic, state-of-the-art industrial
security concept. Siemens’ products and solutions constitute one element of such a concept.

Customers are responsible for preventing unauthorized access to their plants, systems,
machines and networks. Such systems, machines and components should only be connected
to an enterprise network or the internet if and to the extent such a connection is necessary and
only when appropriate security measures (e.g. firewalls and/or network segmentation) are in
place.

For additional information on industrial security measures that may be implemented, please
visit
https://www.siemens.com/industrialsecurity (https://www.siemens.com/industrialsecurity).

Siemens’ products and solutions undergo continuous development to make them more secure.
Siemens strongly recommends that product updates are applied as soon as they are available
and that the latest product versions are used. Use of product versions that are no longer
supported, and failure to apply the latest updates may increase customer’s exposure to cyber
threats.

To stay informed about product updates, subscribe to the Siemens Industrial Security RSS
Feed under

https://www.siemens.com/industrialsecurity (https://new.siemens.com/global/en/products/
services/cert.html#Subscriptions).

Further information is provided on the Internet:

Industrial Security Configuration Manual (https://support.industry.siemens.com/cs/ww/en/
view/108862708)

/\ WARNING
Unsafe operating states resulting from software manipulation

Software manipulations, e.g. viruses, Trojans, or worms, can cause unsafe operating states
in your system that may lead to death, serious injury, and property damage.

e Keep the software up to date.

® Incorporate the automation and drive components into a holistic, state-of-the-art industrial
security concept for the installation or machine.

® Make sure that you include all installed products into the holistic industrial security concept.

® Protect files stored on exchangeable storage media from malicious software by with
suitable protection measures, e.g. virus scanners.

® On completion of commissioning, check all security-related settings.

® Protect the drive against unauthorized changes by activating the "Know-how protection”
converter function.

Manage MyMachines /Remote - installation in existing control environments
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1.3 Security information
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Introduction 2

2.1 Overview

This document provides information about how to connect SINUMERIK Powerline controls with
the HMI Advanced and SINUMERIK Operate operating software with the "Manage
MyMachines /Remote" application.

The description below refers to the components listed in following Chapter: System
requirements (Page 14).

Manage MyMachines /Remote - installation in existing control environments
Application examples, 03/2020, A5E45211403B AC 13



Introduction

2.2 System requirements

2.2 System requirements

If you want to connect "Manage MyMachines /Remote" to an existing control environment, the
following requirements must be met.

Precondition

To connect to MindSphere, you need a current version of the SINUMERIK Integrate client - and
the service client for Manage MyMachines /Remote. Install and configure the client

subsequently.

Note
Windows XP

Windows XP and older versions of Windows do not support the TLS1.2 encryption protocol for
secure data transmission that is necessary for a connection to MindSphere.

Operating software and hardware

The following procedure is provided with the following components by way of example:

Table 2-1 SINUMERIK 840D pl

Operating software version

SINUMERIK Integrate
Client software version

Hardware version

Operating system

HMI-Advanced” ™
V06.04
V07.06

SINUMERIK Operate? ™
V02.07.03.10

FANUC 31i

04.12.00.21
04.13.00.36

PCU 50.3B

WinXP SP3

Windows 7 Standard
Embedded

7 The connection does not comply with security-related requirements. Although the functionality is
guaranteed, it is not part of the product release. You must implement additional security measures for

which you are responsible.

") The additional driver "FANUCdriver 1.0" is required for the SINUMERIK Integrate client. Although the
functionality is guaranteed, it is not part of the product release. The connection is only possible via the
IPC client running on the IPC, and not via the SINUMERIK Integrate client integrated in

SINUMERIK Operate.
"™ Only PCU

Note

SINUMERIK Integrate applications

Parallel operation with SINUMERIK Integrate applications is not possible.

14
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Introduction

2.2 System requirements

Industrial PC / 3rd party controller

Processor 1 GHz processor

RAM (GB) 4

Free hard disk capacity (GB) |1

Operating systems Windows 7 SP1 (x64) Professional/Enterprise/Ultimate

Windows 7 Standard Embedded
Windows 10 (x64) Pro/Enterprise
Screen resolution At least 1980 x 1080

Note
Only one VNC connection possible

Only one VNC viewer connection to the SINUMERIK control system is permissible.

Security instructions

NOTICE
Security standards for SINUMERIK controls connected to MindSphere

The connection of SINUMERIK controls to MindSphere via TLS 1.2 /https meets the highest
security standards.

SINUMERIK versions that do not meet these standards are not part of the product. For these
versions, additional security measures must be taken.

You are responsible for preventing unauthorized access to your plants, systems, machines,
and networks. Systems, machines and components should only be connected to the
company's network or the Internet if and to the extent necessary and with appropriate security
measures (e.g. use of firewalls and network segmentation) in place.

NOTICE

Data misuse due to insecure Internet connection

An unrestricted Internet connection can lead to data misuse.

Before establishing a network connection, ensure that your PC is exclusively connected to the
Internet via a secure connection. Pay attention to the information relevant to security.

You will find further information about communication security in the Configuration Manual:
Industry Security (https://support.industry.siemens.com/cs/ww/de/view/108862708).

Manage MyMachines /Remote - installation in existing control environments
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2.2 System requirements

16

Note
Making the operator PC secure (service engineering side)
The necessary security measures (e.g. virus scanner, firewalls, OS patching, etc.) must be

implemented on the PCs that are used for visualization and configuration of Manage
MyMachines /Remote with the machine operator or end customer.

Further information about PCs in the industrial environment can be found in the Configuration
Manual: Industry Security (https://support.industry.siemens.com/cs/ww/de/view/108862708).

Note
Making the SINUMERIK control secure (machine operator side)

The necessary security measures (e.g. virus scanner, firewalls, operating system patching,
etc.) must be implemented on the SINUMERIK controls.

You will find further information about communication security in the Configuration Manual:
Industry Security (https://support.industry.siemens.com/cs/ww/de/view/108862708).

NOTICE

Misuse of data

It is essential to use secure data storage for saving your data, particularly confidential data.
Store this data encrypted, either locally or on the network. Make sure that this data cannot be
accessed by unauthorized personnel.

This applies to the following data:

® Archive files

Image files

Project files

Trace files

Safety-related data

You will find further information about secure data storage in the Configuration Manual:
Industry Security (https://support.industry.siemens.com/cs/ww/de/view/108862708).

NOTICE

Data manipulation possible

There is arisk that an attacker inside the network could gain access to the operator PC. There,
the hacker can read or manipulate various system components (e.g. the content of
databases). In this way, the attacker can change tool data, NC programs, machine archives,
or the system structure itself, for example. Manage MyMachines /Remote cannot prevent this
type of attack.

® Asthe person responsible for the machine network, take measures to ensure the industrial
security of the production/machine network.

Siemens AG accepts no liability for this!

Manage MyMachines /Remote - installation in existing control environments
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2.2 System requirements

Note
Saving the acquired data

The "Manage MyMachines Remote" product was developed by Siemens, taking the "privacy by
design" principle into account. This means that it is up to the service provider (OEM) to decide
how long the acquired data, such as information about the time period and participation in
remote sessions, will be stored.

Delivery form

The SINUMERIK Integrate client, the service client for Manage MyMachines /Remote as well
as the latest updates and further information on the applications and products are stored on
PridaNet and can be downloaded directly from there.

-OR -
You can contact your machine manufacturer.
-OR -

You can contact the Siemens Service&Support.

Additional references

® Further information on the "SINUMERIK Operate" operating software can be found in the
following reference:
SINUMERIK Operate Commissioning Manual (IM9)

® For further information on "SINUMERIK Integrate", please refer to:
SINUMERIK Integrate MMP, MMT, AMC, AMP, AMM/E, AMD Commissioning Manual

Additional information regarding MindSphere applications is available at the following links:

MindSphere (https://support.industry.siemens.com/cs/de/en/view/109742256)

MindSphere documentation (https://documentation.mindsphere.io/index.html#/kiosk/de)

Additional information

When connecting SINUMERIK controls that are not of the current generation, special attention
must be paid to security requirements.

The security requirements of MindSphere according to the state of the art must be considered
for such controls and ensured with further measures and network components within the local
IT environment.

® |t must be ensured that the communication between the factory network and MindSphere
meets the current security standards, e.g. TLS 1.2.

® [t must be ensured that unauthorized access to the control in the company network / factory
network environment and attacks on the firewall in front of the control are not possible.

® |t must be ensured that communication inside the factory network environment cannot be
attacked.

The guidelines of the customer's IT department must be followed.

Manage MyMachines /Remote - installation in existing control environments
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Installation/configuration

3.1 SINUMERIK control with HMI-Advanced - installing SINUMERIK
Integrate

Procedure
1. Start the SINUMERIK control system in Windows service mode.
2. Open the installation directory.
3. Start the "setup.exe" setup file by double-clicking.

— If you have not installed the appropriate Internet Explorer, a message will appear
indicating this, for example, "The program requires Internet Explorer 6 or higher".
Installation is canceled and you must install the appropriate Internet Explorer first.
Then restart the client installation.

4. The welcome dialog box opens.
The installation language is English.
Click on the "Next >" button to prepare for the installation.

SIMUMERIE Integrate Client E

Welcome to the setup of
SINUMERIK Integrate Client

The zetup will instal: Azcess MybMachine, Analyze
MyPerformance, Analyze MyCondition. To continue, click
Mext.

< Each

Cancel |

5. The "License Agreement" window opens.
Read the license agreement.

— Click "Print" if you want to print out the terms.

— Then select the "l accept the terms of the license agreement” check box and click
"Next >".
-OR-
Click "< Back" to return to the previous window.

Manage MyMachines /Remote - installation in existing control environments
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Installation/configuration
3.1 SINUMERIK control with HM/I-Advanced - installing SINUMERIK Integrate

6. The "Installation mode" window opens.
— Select the option button "Expert mode (with additional installation options)."

— Click "Next >".

SINUMERIK Integrate Client

Inztallation mode

7. The "Controller configuration" window opens. Select your controller.
— Select, for example, the "SINUMERIK" option button.
— Click "Next >".

SINUMERIK Integrate Client

Controller configuration \

IFrstallEteld.
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Installation/configuration

3.1 SINUMERIK control with HMI-Advanced - installing SINUMERIK Integrate

8. Now select the SINUMERIK connection type in the "Controller configuration" window.

Select the option button "HMI-Advanced and SINUMERIK 840D/Di or 810D +
PCU50/70".

— Click "Next >".

SINUMERIK Integrate Client

Controller configuration

Pleaze zelect your SINUMERIK connection type

& Hi|-tdvanced and SINUMERIE 2400 /Di or $100 + PCLG0/7E
" SINUMERIK with own integration

[ietalEheld

< Back | MHeut » I Cancel |

9. The "Choose Destination Location" window opens and the installation directory is displayed.

— Click "Next >".
-OR-
Click "Change..." to change the directory.

SINUMERIK Integrate Client E3

Chooze Deztination Location

Select folder where zetup will inztall files, | Y
@ Install SIMUMERIE, Integrate Client to:
Fhadd an LChange... |

| retallsheld

< Back Cancel

Manage MyMachines /Remote - installation in existing control environments
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Installation/configuration
3.1 SINUMERIK control with HMI-Advanced - installing SINUMERIK Integrate

10.The "Controller configuration" window opens.
— Select the option button for connection "1:1".

— Then click "Next >".

SINUMERIK Integrate Client E3

Controller configuration &

Pleaze zelect pour SINLUMERIE HRI-Advanced numeric contraller mode

r:- : s
1N
" Flying HMI

| retallsheld

< Back | Mewut » I Cancel

11.The "Reconfigurable parameters" window opens.

— Select the "SINUMERIK Integrate URLs" and "Internet proxy configurations" check
boxes.

— Click "Next >".

SINUMERIK Integrate Client E3

Reconfigurable parameters &

Pleaze zelect the parameters you wish to reconfigure

[T Hil Softkey to start the product on the machine

¥ SINUMERIE Inteqrate UIRLs
W intemet prosy configurations

™ Generic Driver Suppart

™ Data transfer area and logging settings

™ Data transter area location

™ Log directary location

[™ Bootseript download strategy

™ SINUMERIE Inteqrate Client startup parameters

[ Time master settings

| retallsheld

< Back | Mewut » I Cancel
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Installation/configuration
3.1 SINUMERIK control with HMI-Advanced - installing SINUMERIK Integrate

12.The "SINUMERIK Integrate URL configuration" window opens.
The proxy server is required to connect the control to MindSphere.

— Enter the following WebService URL for the MindSphere V3 Livesystem in the
"MHComm" text box:
https://gateway.eu1.mindsphere.io/api/agentcom-mmmops/v3/ws11

— Click "Next >".

SINUMERIK Integrate Client

SINUMERIK Integrate URL configuration \\\ b

Flzaze enter SINLUMERIE Integrate URLs

JAC [ ittpis: £ ST R AT

MHCormm Ihtlpt?.f' rrm e =

[ietalEheld

< Back | MHeut » I Cancel |

13.The following message is displayed: "Please check internet proxy settings, the product use
them to connect to the SINUMERIK Integrate Servers!"

— Click "OK" to adapt the proxy server.

SINUMERIK Integrate Clhent

I.“El) Pleaz= check intemat proxy setings. the product uze them to connect to the SINUMERIE. Integrate Servers!

14.The "Question" window opens with the following question: "Do you need proxy
authentication?"

— If authentication is required for the proxy, click "Yes".

Question <]

@ Do vou need prosy authentication?

Manage MyMachines /Remote - installation in existing control environments
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Installation/configuration
3.1 SINUMERIK control with HMI-Advanced - installing SINUMERIK Integrate

15.The "SINUMERIK authentication information" window opens.
Enter the data in the text boxes:

— User name:

— Password:

— Confirm password:
— Domain:

— Click "Next >".

SINUMERIK Integrate Client E3
Proxy authentication information \\\ I

Please enter uzer name, password and domain information for proxy
authentication

Uzer narne: ||

Password; I

Canfirm passwond: I

Domain; I

| retallsheld

< Back | Mewut » I Cancel

Manage MyMachines /Remote - installation in existing control environments
24 Application examples, 03/2020, A5SE45211403B AC



Installation/configuration
3.1 SINUMERIK control with HMI-Advanced - installing SINUMERIK Integrate

16.The "Start copying files" window opens and the settings made are displayed.
— Click "Next >" to copy the data to the SINUMERIK control.

SINUMERIK Integrate Client E3

Start copying files &

Setup has enough information ta start copying the program files. 1F you want to review or

change any settings, click Back. [f you are satisfied with the settings. click Mext to begin
copying files.

Current Settings:

Application target folder:
I:hadd_on
Free zpace on target drive:
155978 MEYTES
Azzign to:
Lewvel 1 Softkep 8
SINUMERIE. Integrate LRBL for the LALC:
hittp: A s s e ST -
K1 _>I_I

| retallsheld

Selected Configuration: -
SIMUMERIE, 84000 or 8100 + PCUSO/TD with HiI Advanced

< Back

Cancel |

17.You are prompted to restart the system after the installation has been completed.
To do this, click "OK".
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Installation/configuration

3.2 SINUMERIK control with SINUMERIK Operate - Setting the proxy

3.2

Requirement

26

SINUMERIK control with SINUMERIK Operate - Setting the proxy

The SINUMERIK Operate operating software is delivered together with the
SINUMERIK Integrate Client software.

An update is not possible.

Note
Transferring SINUMERIK data on the MindSphere platform
The following steps allow you to transfer the SINUMERIK data to the MindSphere platform.

By performing the steps described below, Processes in which software scripts are loaded to the
SINUMERIK control are performed automatically, especially by input and confirmation of the
web service URL.

SINUMERIK Integrate has been enabled for usage.

Manage MyMachines /Remote - installation in existing control environments
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Procedure

3.2 SINUMERIK control with SINUMERIK Operate - Setting the proxy

1. The "Settings" window is open.
Press the "URLs>" softkey.

2. Press the "Edit" softkey and select the following settings:

Directory: Select the "User" entry in the "Directory" drop-down list.
Display home page: Select the "Overwrite here" check box.
RenderService: Select the "Overwrite here" check box.

URL web service: Select the "Overwrite here" check box.

Enter the following WebService URL, for example, for the MindSphere V3 Livesystem:
https://gateway.eu1.mindsphere.io/api/agentcom-mmmops/v3/ws11

Enter the required value in the "Transmit timeout ms" text box (default value is 200). For
MindSphere, a value of "20" is recommended, and select the "Overwrite here" check box.

Enter the required value in the "Timeout on receive in ms" text box (default value is 200).
For MindSphere, a value of "20" is recommended, and select the "Overwrite here" check
box.

Directories: User =

Nisplay home page ] Duarurite here
RenderService | Owerurite here
URL Ueb service 0uerwrite here

iR R SR ] |

Transmit timeaut ms 28 ] Duarurite here
Timeaut on recelve in ms 20 I 0uerurite here
3. Press "OK".

A syntax check is performed and the access data is saved.

4. To establish a connection from the customer network, you must adapt the proxy settings.

Press the "Proxys>" softkey.
The stored settings are displayed.

Manage MyMachines /Remote - installation in existing control environments
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3.2 SINUMERIK control with SINUMERIK Operate - Setting the proxy

5. Press the "Edit" softkey and select the following settings:
— Select the "Use fix proxy" check box.
— Enter your proxies in the "Proxy 1" to "Proxy 3" text boxes.

— Select the "Overwrite here" check box even if you only enter one proxy, to apply the new
entry.

— Press the "OK" softkey to save the settings.

Directories: User ~
v Ouerurite here
« Ouerwrite here
v Querwrite here

URL (proxy script)

| Use fix proxy v Ouerwrite here

Proocy 1 =04 ocimaws.net:3128

Proxy 2

Proxy 3

+ Ouerwrite here

6. If an authentication is required for the proxy, press the "Authorization" softkey.
— Select the "Overwrite here" check box to apply the new entry.
— Enter the user data in the "Domain", "User name" and "Password" text boxes.

— Press the "OK" softkey to save the settings.

Directories: User v
| Querwrite here
Domain:
User name: mtaproxy
Password:
Querwrite here

Lorkstation:

7. Restart the control so that the access data can take effect.

Manage MyMachines /Remote - installation in existing control environments
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3.3 SINUMERIK Integrate client update via remote access using AMM (Linux)

3.3 SINUMERIK Integrate client update via remote access using AMM
(Linux)

The following steps are required to migrate from the "Access MyMachines/Ethernet" product to
the "Manage MyMachines /Remote" product.

1. Delete the existing SINUMERIK Integrate client
2. Transfer the new SINUMERIK Integrate client
3. Power up the SINUMERIK control system

Software versions

In this example, the SINUMERIK Integrate client with software release V4.7 SP2 HF4 was
updated to V03.00.06.

This procedure can be applied for the following software releases:
e Software line V4.5 from software release V4.5 SP6 (client higher than V02.00.06)
e Software line V4.7 from software release V4.7 SP2 HF1 (client higher than V03.00.06)

Other software releases can also be updated using the same procedure. However, it cannot be
guaranteed that the procedure can be applied for every configuration within the system
requirements.

Precondition
® The system time of the SINUMERIK control system indicates the current date.
e SINUMERIK Integrate Package V4.1 SP5

e Users are familiar with the functionality and operation of AMM/Ethernet and its file transfer
functionality.

® A connection to the target system was established using AMM/Ethernet.

e File transfer is activated, and all machine operator approvals to transfer a file are available.

Delete the existing SINUMERIK Integrate client

In order that the SINUMERIK Integrate client can be replaced, file"sinintclient.cfs" must
be deleted on the SINUMERIK control system.

1. Inthe removed file system, navigate in the target directory to the CF card: /addon/sinumerik/
hmi/sinintclient.

2. Selectfile "sinintclient.cfs".

Manage MyMachines /Remote - installation in existing control environments
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3.3 SINUMERIK Integrate client update via remote access using AMM (Linux)

3. Delete the file.

4. Answer "Yes" to the confirmation prompt.

B2 Access Whddschine Service Client - o ®
F Covenerce  Selngs  Languages  Vindow  belp
Sessonrumher: |58 |- 303 |- |03 - 43 Shatus; | Confinencs Pl s s et oo st
Haching M | AWM _Dena_Machne Drgenzaon; | [CS0Y4-best
Degking i Remote | Fromabe
Mz Stats Cxganization g | wanater e e
Service Engineer 8 Loadeg service engaeer it
machine cperater & Hactine aperator Iosoed-test L] 1
T ——
we: v | & o = =] | || ]|
i PropectsrinChee fedddormnurmenk s snmidient
Tame [sze  [mare | Aktribstes Rame Stze: Dake [ Attributes
___________ |
sinrident. oy L.7HE  chFeb M 10ZIDPM A acpl Likar B 10RET . dwerwara
srumident. gz 12,68 I5Feb-20 LOX4TPM A baze L1er-20 110307 . drwareor-5
; g D1 1103:57 | dwerwan
H =] 2i-boe-15 L1DSRM  dwerworx
g L1-Mar-30 10337 . drvorwr-x
snwchent 0114070 2:00:00 &M v e
sininident.cfs 1L.7ME  22-Hov-15 LLSHOE.. -twr-r-
ermore BAH  D1ME SRS e
Tatal progress: b_il
Frogress;
Seuree:
Target:
b |

Transfer the new SINUMERIK Integrate client

The SINUMERIK Integrate client from the SINUMERIK Integrate package is directly copied to
the target directory on the SINUMERIK control system.

1. In the local file system, navigate to the source directory, e.g.:
SINUMERIK _Integrate_package_V04.01.05.00/SinIntClient/Operate/4.7 .x/Linux/.

2. Select file "sinintclient.cfs".

3. Inthe removed file system, navigate in the target directory to the CF card: /addon/sinumerik/
hmi/sinintclient.

4. Click on button ">", to transfer the file to the SINUMERIK control system.
No other actions can be performed while the file is being copied. The operation is displayed
on a progress indicator.

Activating the SINUMERIK Integrate client
1. Exit the remote access at the SINUMERIK control system.

2. Perform a power on.

Note

It is not sufficient to just restart the HMI!

Manage MyMachines /Remote - installation in existing control environments
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3.3 SINUMERIK Integrate client update via remote access using AMM (Linux)

3. Re-enter the remote session.

4. Open operating area Diagnostics.
Check the SINUMERIK Integrate client version under "/Version/System extensions".

ﬁ\ PEF'QE'{T aege + |E G optionis) isfare activatad Without setting the license key
[k (7, 1§ Version data /Syztem extensions
Hame ¥ Actual version Target version
sinintclient 83.80.15.68 v
-1 Rlarm o1 Mes- |F== Rlarm HC/PLC < _ Remote v .
£ i £ yoges JUz] 1oy variab, o diag, I version g
-0OR -

Check the SINUMERIK Integrate client version in the CF card file system.
Open file "version.xml" in directory: /addon/sinumerik/hmi/sinintclient.
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3.4 SINUMERIK Integrate client update via remote access using AMM
(Windows)

The following steps are required to migrate from the "Access MyMachines/Ethernet" product to
the "Manage MyMachines /Remote" product.

1. Transfer the new SINUMERIK Integrate client
2. Update client and power on the SINUMERIK control system

Software versions

In this example, the SINUMERIK Integrate client with software release V4.7 SP2 HF4 was
updated to V03.00.15.

This procedure can be applied for the following software releases:
e Software line V4.5 from software release V4.5 SP6 (client higher than V02.00.06)
e Software line V4.7 from software release V4.7 SP2 HF1 (client higher than V03.00.06)

Other software releases can also be updated using the same procedure. However, it cannot be
guaranteed that the procedure can be applied for every configuration within the system
requirements.

Precondition
® The system time of the SINUMERIK control system indicates the current date.
e SINUMERIK Integrate Package V4.1 SP5

e Users are familiar with the functionality and operation of AMM/Ethernet and its file transfer
functionality.

® A connection to the target system was established using AMM/Ethernet.
e File transfer is activated, and all machine operator approvals to transfer a file are available.

® Access rights for the target directory: Read / write / execute

Transfer the new SINUMERIK Integrate client

The SINUMERIK Integrate client from the SINUMERIK Integrate package is directly copied to
the target directory on the SINUMERIK control system.

1. In the local file system, navigate to the source directory, e.g.: C:\Projects\SinIntClient.

2. Select file "setup.exe".
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3.4 SINUMERIK Integrate client update via remote access using AMM (Windows)

3. In the removed file system, navigate in the target directory: C:\temp.

4. Click on button ">", to transfer the file to the SINUMERIK control system.

No other actions can be performed while the file is being copied. The operation is displayed

on a progress indicator.

B ecoa Mybuchins Sevice Clre

T Corbwerds  SeTigs  Lwguages  Window el

Semawnmber: 43 0200 ¢ BIR 025
Wiachine ICn | MM _Cuma_Machen

Ceditan Fie Arwaie Proite
by o Crenimalie Gerg | Fanle | Swp? | s
Service Engineer & Laading servios sngres [
vedwews S Madee swake et = I3

- ] & wr = -[a =
C-Projacts SnintChant: e
gkt (R TERE T -
e Jraers  mrpmone. w diin T AL A
AuTrale k20 102N 0% A
Bk I LR —
MachraCrafiCacs 20Cac-19 2ETRDL
anchange _recedng 20k 2 TS AN
a Parsiinos FH- 0N A —
s wrntag BN —
- mrvin_ch 30-JarT0 TS
adengye o Ak ) W F L AN
e msMdeR oS LMD B0 AN A
durry bt HE Bebd0 BT A
CobaMachradioiale . ELZHE  BAS-DEELEAN A
sobeMadweMsdie . ZEM  RHEDASLIAN &
RO T (L] FFee i DRI A
shawdey_wedefne ME JR-TDENEIIEM A
Fifracelaisd_ Tced . BOOB  13dan-T0 IOALAN Ae
Adieelialn) a3l EEE i inBvwaN W
O BN BHN-NAIGAN A E
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Pagrem:
Sourcmc
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Activating the SINUMERIK Integrate client

1. Exit the remote access at the SINUMERIK control system.

2. Update the SINUMERIK Integrate client.

Additional information on the client update under Windows is available in Function Manual

Manage MyMachines /Remote.

3. Perform a power on.

Note

It is not sufficient to just restart the HMI!

Manage MyMachines /Remote - installation in existing control environments
Application examples, 03/2020, A5E45211403B AC



Installation/configuration

3.4 SINUMERIK Integrate client update via remote access using AMM (Windows)

4. Re-enter the remote session.

5. Open operating area Diagnostics.

Check the SINUMERIK Integrate client version under "/Version/System extensions PCU/
PC".

Nzt

(W, (11l Version data /PCU/PC system extensions

Hame Actual vergion Hominal version
sinintclient 03.08.15.00 ¥4

Loghook

Details

Save
£

Back

i ﬂgﬁ;lﬁc | Uersion
-OR -

Check the SINUMERIK Integrate client version in the file system.

Openfile "version.xml" in directory: <installation path>\addon\sinumerik\hmi\sinintclient.
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3.5 Installing Service Client Manage MyMachines /Remote under Windows XP

3.5 Installing Service Client Manage MyMachines /Remote under
Windows XP

Precondition

You have downloaded the following software from "Manage MyMachines /Remote", e.g. to a
USB flash drive.

e Manage MyMachines /Remote Service Client for Machine Operators - PCU

Procedure

—_

. Place the software in the installation directory, e.g. under "F".

N

. Start "setup.exe" with a double click.
English is the installation language.

w

. "Manage MyMachines /Remote Service Client MO - InstallShield Wizard" opens.

N

. The welcome dialog box opens and shows the current version.
Click "Next >" to prepare for installation.

i Manage MyMachines fRemote Service Client MO

Welcome to the Wizard for Manage
MyMachines /Remote Service Client MO
¥1.0.10.5

SIEMENS

The wizard will install Manage MyMachines /Remote Service
Client MO on wour computer, To continue, click Next.

S]NI_IBJ']ER[K WARMNING: This program is protected by copwright law and
international treaties,

|

Mesxk = ] [ Zancel

Manage MyMachines /Remote - installation in existing control environments
Application examples, 03/2020, A5E45211403B AC 35



Installation/configuration

3.6 Installing Service Client Manage MyMachines /Remote under Windows XP

36

5. The "License Agreement" window opens.
Read the license agreement.

— Click "Print" if you want to print out the terms.

— Activate option box "l accept the terms in the license agreement" and click on "Next >".

iz Manage MyMachines /Remote Service Client MO

License Agreement

Please read the following license agreement carefully,

The following notes and conditions shall apply for Software provided by -~
Siermens by installing on your system, by filing a copy on your system during  —
the installation or by making available the Software in any other way.

Please note:

This software is protected under Gerrman and/or foreign Copyright Laws and
pravisions in international treaties. Unauthorized reproduction and distribution
of this software or parts of it is liable to prosecution. It will be prosecuted
according to criminal as well as civil law and may result in severe punishment

B P . P

(#)1 accept the terms in the license agreement:

(I do not accept the terms in the license agreement:

[ < Back ” Mek = ] [ Cancel ]

6. The "Destination Folder" window opens and the installation directory is displayed.

Click "Next >".
-OR -
Click "Change..." to change the directory.

iz Manage MyMachines /Remote Service Client MO

Destination Folder

Click Mext boinstall to this Folder, or click Change ko install to a different Fiole

Install Manage MyMachines [Remote Service Client MO tos

Ci\Program Files)Siemens\MMMR SOy

< Back ” Mexk = ] [ Cancel
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3.5 Installing Service Client Manage MyMachines /Remote under Windows XP

7. The Wizard is ready to install the program.
Click "Install" to start the installation.

o Manage MyMachines fRemote Service Client MO

Ready to Install the Program

The wizard is ready ko beain installation,

Click Install ko begin the installation,

IF wou wank to reviews or change any of wour inskallation settings, click Back, Click Cancel to
exik the wizard,

[ < Back ” Install ] [ Cancel ]

8. The "Installing Manage MyMachines /Remote Service Client MO" window opens and
displays the installation progress.

o Manage MyMachines fRemote Service Client MO

Installing Manage MyMachines /Remote Service Client MO

The program Features vou selected are being installed,

Please wait while the Wizard installs Manage MyMachines [Remote Service
Client MO, This may kake several minukes,

Skatus:
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3.6 Installing Service Client Manage MyMachines /Remote under Windows XP

9. The "Welcome to the Certificate Export Wizard" window opens.
Click "Next >" to start importing the certificates.
-0OR -
If you click "< Back", you return to the previous window.

Certificate Import Wizard BJ

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificabe trusk
lists, and certificate revocation lisks From waur disk bo a
certificate store,

A certificate, which is issued by a certification autharity, is
a confirmation of wour identity and contains information
used ko protect data or to establish secure netwark
conneckions, & certificate store is the svstem area where
certificates are kept,

To continue, click Mext,

MNext = ][ Cancel

10.The "Certificate Store" window opens.

— Select the check box "Automatically select the certificate store based on the type of
certificate".

— Click "Next >".

Certificate Import Wizard BJ

Certificate Store

Certificate stores are syskem areas where certificates are kept.,

windows can automatically select a certificate store, or wou can specify a location for
(%) Automatically select the certificate store based on the bype of certificate

(") Place all certificates in the Following store

< Back “ MNext = ][ Cancel

Manage MyMachines /Remote - installation in existing control environments
38 Application examples, 03/2020, A5SE45211403B AC



Installation/configuration

3.5 Installing Service Client Manage MyMachines /Remote under Windows XP

11.The "Completing the Certificate Import Wizard" window is opened.
You see the selected settings.
Click "Finish" to complete import of the certificates.

Certificate Import Wizard @

Completing the Certificate Import

Wizard

ou hawe successfully completed the Certificate Import
wizard,
‘ou hawe specified the Following settings:

Certificate Store Selected  Automatically determined by |
Content Certificate

[ = Back “ Finish l[ Cancel

12.You receive a security warning.
Click "Yes" to continue installing the certificates.
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3.6 Installing Service Client Manage MyMachines /Remote under Windows XP

13.A message is displayed indicating that the certificate was successfully imported.

Click "OK", to exit certificate import.

Certificate Import Wizard |E|

% 1 ) The impart was successful,

14.The "Wizard Completed " window opens.
Click "Finish" to end installation.

o Manage MyMachines fRemote Service Client MO

Wizard Completed
SIEMENS

The wizard has successfully installed Manage MyMachines
[Remaote Service Client MO, Click Finish to exit the wizard,

SINUMERIK
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3.6

3.6 Using the Service Client Manage MyMachines /Remote under Windows XP

Using the Service Client Manage MyMachines /Remote under
Windows XP

Authorization software that enables you to use Manage MyMachines /Remote under Windows
XP is available. Using this software, you authenticate a SINUMERIK control system with HMI-
Advanced before you participate in a session with Manage MyMachines /Remote.

The program is a Windows .exe application that allows the authorization of older SINUMERIK
control systems with the Windows XP operating system. Use the authorization software in
addition to "Manage MyMachines /Remote Service Client".

Standard configuration - before using for the first time

Procedure

The authorization software opens an authorization page in your standard web browser.

Note

Web browser

® Use a web browser that communicates with MindSphere and the following functions of
MindSphere.

® Please note that communication may depend on the type of the operating system patches
that are installed on the device.

® Also note that the use of out-of-date browsers and operating systems require that special
security mechanisms are implemented, for example firewalls that protect against external
access. These measures are described e.g. in the application note and in standard security
documentation provided by SIEMENS.

If additional proxy settings are used for applications in MindSphere, then also apply these
settings for the authorization software.

Additional information about proxy settings is provided in the

Application examples, MindSphere Manage MyMachines /Remote - Installation in existing
control system environments

1. In the start menu, select: Start -> All programs -> SIEMENS -> SINUMERIK
Integrate.

2. Click on "XP_authorization".
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42

3. Your browser is opened with the "Authorization page".
Enter the tenant names and the machine ID.
Click on "Submit".

SIEMENS

Authorisation page

Tenant Name

Machine ID

RI019 Siamans Digital industries Safrwars Privacy Toms  Halp

4. The "Sign In" window opens. Enter your MindSphere login:
Enter your email address and your password.

Click on "Sign In".

SIEMENS
Sign In

Sign In kas changed. f you previausly signed in with a
sme, please uss your ema

Emai

Password
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3.6 Using the Service Client Manage MyMachines /Remote under Windows XP

5. The standard window to download files opens.
Click the "OK" button to save the client authorization file "client.mmmr". The file is
automatically saved to the correct directory.

Opening client.mmmr X

You hawve chosen to open
|5 chent.mmme

wihich is: mmmr Fie (1,4 €8]
frem: httos: fimmmdey-mmmremate-mmmdey. eu 1 mindsohere.io

‘What should Frrefox do with this file?

) Openwath | Browse.

&) 5ave File

6. Start the "Manage MyMachines /Remote Service Client MO".
You can participate in the session once the service engineer has initiated it.
Error handling - backing up data for the login process
The authorization software does not manage the session between users and MindSphere.

If you wish to backup login data, then you can do this in your web browser, e.g. using cookies.

Note
Saving data in the browser

It is possible that the web browser remembers data that you use to populate input fields.

Change the default data privacy settings if you do not wish to automatically enter data such as
tenant name or machine ID.
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Appendix

A1 List of abbreviations

Admin Administrator (user role)

AMM /C Analyze MyMachine /Condition

CNC Computerized Numerical Control:

COM Communication

DIR Directory:

FAQ Frequently Asked Questions

h Hour

HTTP Hypertext Transfer Protocol

HTTPS HyperText Transfer Protocol Secure,

B Commissioning engineer (user role)

ID Identification number

IE Internet Explorer

IFC Interface Client

loT Internet of Things

IPC Industrial PC

MB Megabyte

MFA Multi Factor Authentication

MLFB Machine-Readable Product Code

MMM Manage MyMachines

MMM /R Manage MyMachines /Remote

MO Machine operator

MSTT Machine control panel

NC Numerical Control: Numerical control
NCU Numerical Control Unit: NC hardware unit
OEM Original Equipment Manufacturer

OoP Operation Panel: Operating equipment
PC Personal Computer

PCU PC Unit: Computer unit

PLC Programmable Logic Control: Programmable Logic Controller
SE Service engineer

Sl SINUMERIK Integrate

SK Softkey

SW Software

URL Uniform Resource Locator, einheitlicher Ressourcenzeiger
UTC Universal Time Coordinated, coordinated global time
VNC Virtual Network Computing
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