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Introduction to Integrated Data Lake

1.1 Introduction

An Integrated Data Lake is a repository that allows to store structured and unstructured data or
objects in its native format as needed. It handles large data pools for which the schema and data
requirements are not defined until the data is queried. This offers more agility and flexibility than
traditional data management systems. The stored data can be used for further analysis as per
the customer's requirement.

Integrated Data Lake provides the following features:

* Import time series data or objects.

* Generate signed URLs to upload, update or download data or objects.
® Delete data or objects.

* Add, update and delete values for data or objects.

® Receive notifications.

* Data access using cross account access.

® Subtenancy support.

Integrated Data Lake
System Manual 4/2024



User interface Integrated Data Lake

2.1 User interface

Integrated Data Lake application can be accessed from the Insights Hub Launchpad by clicking

the following icon:

R —
—"
~——

Insights Hub
Integrated Data Lake
Manager

Home screen

Integrated Data Lake displays the "Data Explorer" navigation tab. The following screenshot
shows the different elements of the Integrated Data Lake user interface:

? |

7 | |oata Explorer . ) —

Data Explorer et Upload Ot e ol =G

DI_TEST

® Navigation tabs

Integrated Data Lake
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User interface Integrated Data Lake

2.1 User interface

@ Work area

Navigation tabs

You can access the navigation tabs which are available in the left side of the work area.

00—
S—0
Ng—®
—6
S—=>0
SH—@

Data Explorer

Archival and Retrieval

Time Series Import

)

@

® Data Catalog
@

® Event Subscription is to get notifications
®

Cross Account is applicable only for Europe 1
Service Principal is applicable for Virtual Private Cloud
@ Metadata Management is applicable only for Virtual Private Cloud

Data Explorer

The Data Explorer navigation tab is located on the left side of Integrated Data Lake UL

Integrated Data Lake
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User interface Integrated Data Lake

2.1 User interface

iﬁ ®
Data Explorer N =
[ Ld ] Data Explorer (J Refresh View 1| Upload Objects [ Create Folde: = Q
datalten=punvs1/
Name 1| size 1| Last Modified 1| Type 1L Action

OUI_Folder R R R H H

E2E_UI_Event_Subtenant_D. R .
A

123 R R R ‘ )
DeletedSubtenantTrial A =

1Data . . . ] (o] [
IDL_TEST

e : ' - =)
Do_Not_Delete_Subtenant_2 afterintegDeployment R R R J L
e analytics . . . J L“

ArchivalRuleTest R R R H H
ScheduleToDelete

@ Filter or search the folders
® List of the folders
® Work area

Time Series Import

The Time Series Import navigation tab is located on the left side of Integrated Data Lake UL

@ T

Task Scheduler —
i) Import Task Details (T oseema]

[ ( ‘] dide2-test-2021-08-06 [ success |

dide2-test-2021-08-06

TSitest
dide2-test-2021-08-05

Aug 5, 2021, 5:30 AM Aug 6, 2021, 5:29 AM
dide2-test-2021-08-04

[ Compieted J 0 files imported

dide2-test-2021-08-03

. ) eefcd11752634a85aad 7bf2a46116754
dide2-test-2021-08-02

dide2-test-2021-08-03
Aspects

dide2-test-2021-08-02 Aspect Name T AspectiD 1]
onnectivityStatus connectivityStatus
dide2-test-2021-07-30

status status

dide2-test-2021-07-29

The Time Series Import creates a job to import time series data to Integrated Data Lake
Filter or search of the task created for import data

Task which are created for imported data

Details of the selected task

Updates the task detail

Deletes the selected task

®©@ ©® © © 6

Event Subscription

The Event Subscription navigation tab is located on the left side of Integrated Data Lake UL

Integrated Data Lake
System Manual 4/2024



User interface Integrated Data Lake

2.1 User interface

0]6)] ® ®
Event Subscripti[>n . . .
( ] Event|Subscription|Overview
Te 1t Sub tion =
B’ 4
1 0
Sample-Subtenant-Ul /2‘
~ H Subscription-5800 l‘ I
E2E_UI_Subtenant_Deleted N
&)
oL_az_FT_TENANT )
)
E2E_UI_DeiSubtenant-1612189612923 ./'>\
)
Sample-Subtenant-Ul 2\
@0
: €
IDL_AZ_FIT_SUB_TENANT 2 | ‘/g\‘

Filter or search the event subscriptions
Creates new Event Subscription

Active Event Subscription list

Inactive Event Subscription list

List of event subscriptions

Redirects to Data Explorer storage path
Deleted Subtenant

QO @ © ® @ O® ©

Cross Account

The Cross Account navigation tab is located on the left side of Integrated Data Lake UL You can

enable the Cross Account access only for the subscribers of Europe 1.
® ® ®

Cross Account [\ccess . [,A et ][ 5 tdit Cross A ‘][A 5 - ]
(J RefreshView || /7 Edit Cross Account| | TJ Delete Cross Account

@ Enable Cross Alc Access | 4 out of|5 remainin Account Detalls

[ ] MyFirstCrossAccountAccess 123456789111

MyFirstCrossAccountAccess

My First Cross Account Access

No accessess are privided on any prefix!

@ Add Accesses

Enable cross account access

Filter or search the created cross account
Cross account drop-down list

Cross account details

Add Accesses

Updates the latest changes

QO @ © ® @ ® ©

Edit cross account

®

Delete cross account

Integrated Data Lake
System Manual 4/2024



User interface Integrated Data Lake

Service Principal

2.1 User interface

The Service Principal navigation tab is located on the left side of Integrated Data Lake UI. You
can enable the Service Principal only for the subscribers of Virtual Private Cloud.

®@ O

Service Prificipal

Service Principal

@ Create Service Princi

0]

&

SP-687043204292

SPrest

SP-687043204292

idintprovisioningre

7d598ccff0d821a826¢1bBceYcesBada

+ Service Principal Details

Secrets

Curr

datalake-rc-punazdi/datalsub=7d598ccff0dB82faB26c1 bBre9ceBBadaldre

IDL_AZ_FIT_TENANT

g%

ently, no secret is added.

I @ Create Secret

[ fmat

Creates new Service Principal

Filter or search the service principal
Service Principal drop-down list
Service Principal details

Updates service principal

Deletes service principal

QO @ © ® @ O® ©

Creates the secret for the service principal

oData Contract

o

The oData Contract navigation tab is located on the left side of Integrated Data Lake UI.

Mendix|Contract Administration

EEE—

¢

Name Version Environment

Pump_application

@ Filter or search the required oData contract
@ Displays the list of added oData Contracts

Integrated Data Lake
System Manual 4/2024
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User interface Integrated Data Lake

2.1 User interface

® Creates oData Contract
@ Displays the overview of selected oData Contract information

2" Region deviation
Feature "oData Contract” is supported only for Region Europe 1.

Metadata Management

The Metadata Management navigation tab is located on the left side of Integrated Data Lake UL
@ ® ®

Metadata collections

» Global (34 keys

» Legacy (2keys

‘ » Collection_2 /P Editcollection (D Add Key

‘ » collectionFor_noaddidetailKey P Editcoliection (&) Add Key

> docutest /' Draft P Editcollection (D) Add Key

® Global metadata collection.

@ Custom metadata collections.

® Actions to operate on custom metadata collection ie,, edit collection, add key, delete
collection.

@ Add a new custom metadata collection.

® Add a new key in global collection.

Integrated Data Lake
System Manual 4/2024



User rights in Integrated Data Lake

3.1 Userrights in Integrated Data Lake

The Integrated Data Lake application user rights are assigned from Settings application. After the
activation of Integrated Data Lake, you will receive all data lake related read and write
permissions from the tenant administrator.

User rights

The user rights depend on the following user roles:

® Administrator
® User

* \/iewer

The following table shows the permissions:

Permission Administrator Role Standard user Role Subtenant user Role
View all tenant's 4 v v

Time Series Import 4 v/ v/

Cross Account 4

Event Subscription 4

Service Principal v/

Integrated Data Lake
System Manual 4/2024
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Data Explorer

4.1 Exploring Data Explorer

Data Explorer feature enables you to explore the folders created by you and other subtenants.

From the application, you can use the functionality of breadcrumb, upload, download, create the

folder, sort and pagination.

You can view the data in the folders and objects available in Integrated Data Lake. The following

screenshots display the folders and objects in Data Explorer screen:

Tenant admin view
(? (? ? 3| ﬁo I (? l[i

e Data Explorer [ v £ e 3 ememra _=
e 1 el aodted 1 e 11 pcton
Gl - B0
O o
. BEE
ot Azure-gefore15,png 13526k Aug25,2023,93140AM  PNG \
brewery Line Avchitecture 226m8 ways2omosesaw eor [0)[0)[2)
@®
® Refresh the page to get the latest data
@ Upload the objects
® Creates the new folder
@ Delete the objects
® Retrieve the object
® Search objects or files with object name, metadata or both
@ Copy the object path
Displays Object View details and adds the metadata values to the folder and object
©® Download the object
Deleted subtenant symbol

13

Integrated Data Lake
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Data Explorer

4.2 Creating a folder in Data Explorer
/9
e The subtenant users are permitted to access only those folders created by
themselves, but not the folders created by other users.

e Tenant admin can see the folder or files created by subtenant user and access
them from the Data Explorer folder pane.

e [f the subtenant is deleted, uploading objects and adding metadata values are not
allowed.

Subtenant admin view

Data Explorer 7 fetreshview T upload objects [ create Folder ([

Size 1) Last Modified T) Type Tl Action

9.00 bytes Mar 28, 2022, 6:54:53 AM TXT

Data Explorer folder pane is not accessible for the subtenant user.
4.2 Creating a folder in Data Explorer

To create the folder with metadata values in Data Explorer, follow these steps:
1. In the left navigation, click "Data Explorer". The Data Explorer overview page is displayed.

2. In the Data Explorer overview page, click "Create Folder".
Create new folder

O Folder Name

) Metadata

No metadata key found

) m Cancel

3. Enter a folder name and click to save the folder.

Integrated Data Lake
System Manual 4/2024
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Data Explorer

4.3 Uploading the files or objects to the folder or Data Explorer

Enter the required details to add metadata values for the created folder.

4. Click [ @) toggle button to hide optional keys.

5. Click "Save".

/‘
e If the folder is added with metadata values, then deleting the folder is not
possible.

e Folder name cannot contain '/'.

e Folder name can contain only alphanumericwith* ' & $ @ : +, < > ~ []"#]| ?{}
A () _ = - characters.

After creating a folder, you can view the folder details as shown below:

®

Data|Explorer

Ovirview | Metadata values |

0UI_Folder I (7 Refresh View ][ 7 Explore Folder conte ]

IoUI_Folder/

datalake-integ-punvs1-1585223021741

Folder overview details

Add the metadata values to the folder

Copy the folder path

Navigates to the parent folder or Data Explorer
Navigates to the folder

©@ ©® © 0O e

Refresh to update the folder details

4.3 Uploading the files or objects to the folder or Data Explorer

You can upload the files/objects to the folder or "Data Explorer”. It is possible to upload the files

or objects with different formats.

Procedure

Integrated Data Lake
15 System Manual 4/2024



Data Explorer

4.3 Uploading the files or objects to the folder or Data Explorer

To upload the files or objects into Integrated Data Lake, follow these steps:

A
1. In the "Data Explorer" overview page, click - "Upload Objects".
Upload Objects

Fath

@ o sul
Objects

T Drag items here or
— import-datasources. 1.png
%) Remave all
Metadata
S~
Q \_:1 st 5
noaddidetailsobj_enum: *
pagez_kayl:

productiifecycle_tao: * COMPLETED

Ul review: * R

key2:

2. In the "Path" section,
o Click % ndd subfolder(s

o Enter the subfolder name.

o To save the subfolder name, click .

3. In the "Objects" section, select the files or objects to be uploaded.

In the "Metadata" section, enter the details to add metadata values.

4. Click [ @) toggle button to show optional keys.

5. Click "Upload".

Integrated Data Lake
System Manual 4/2024
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Data Explorer

4.4 Adding metadata values to the object

\J
V4
e A maximum of 30 files or objects with 5 GB per file can be uploaded.

e If duplicate files or objects are uploaded (with same name or different size with
same name), the recently uploaded file or object will overwrite the existing file

or object.

e [f you refresh the page while ongoing upload operation, the browser will prompt

the confirmation message.

¢ You will be notified with a warning message, when you try to access other pages
or module during upload.

e The file size greater than 400mb is recommended to download through APL

e Click button to change the path.
e Click  button to remove the file from the list.

e Uploading in "Time Series Import" folder will not be allowed in Integrated Data
Lake.

Result

Uploading of files or objects is successful and the upload status can be viewed.

Upload Status 3 Success WYY Clear completed
Object Progress size

OUI_Folder/1-Brewery Line - pump_diagram (1).png2050-ui.png s 134.97 KB

0UI_Folder/1-Brewery Line - pump_diagram (1).png2050-ui.png c 134.97K8

0UI_Folder/1-Brewery Line - pump_diagram (1).pngagent-settings-ui 80.02KB

In Data Explorer, click "Refresh View" button to view the uploaded files or objects in the table.

44 Adding metadata values to the object

After creating a folder, upload the objects to the folder. Once the objects are uploaded, you can

view the object details and add the metadata values.

View object details

The following image shows the object details window:

Integrated Data Lake
17 System Manual 4/2024



Data Explorer

4.4 Adding metadata values to the object

®
Data Explorer [TD Copy Paih][g Download »:mjea]['f Delete [Jl)js(t][<—;]
A QUI_F|lder Brewery Line {pump_diagram (1)

owrview Metadata values |

1-Brewery Line - pump_diagram (1).png

Storage Class Hot

1-Brewery Line - pump_diagram (1).png

9.34 KB

PNG

(] Refresh View

Object overview details

Add the metadata values to the object

Copy the object path

Download the object

Delete the object

Navigates to the parent folder or Data Explorer

QO ®©@ © ® @ ® ©

Refresh to update the object details

Procedure

To add metadata values to the object, follow these steps:

1. In the Data Explorer overview page, select the folder and click
2. Click "Metadata values" tab.

3. Click "Add metadata".

Enter the required details.

4. Click ‘D toggle button to hide optional keys.

5. Click "Update".
Data Explorer

Ir OUI_Folder
Qverview Metadata values
o C’ Show optional keys
page2_keyl: * test
productlifecycle_fao: * COMPLETED

Integrated Data Lake
System Manual 4/2024

to view the object details.
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Data Explorer

4.5 Integrating Integrated Data Lake with Monitor

/Q
e Maximum 8 multiple values can be added to the object.

¢ [f metadata added to the file which contains special characters (including space),
it will be considered in metadata search.

o If metadata values are added to folder then only first level files are tagged,

second level or subfolder files will not be tagged with the metadata.
Result

The Metadata values are added successfully to the object.

Data Explorer

Dwerview Metadata values

Object matadata

Object keys

Propagated from parent folder(s)

(Migraied ) [ iag ] tagZ ]

WALUET WALUEZ VAIUES VALUES WALUES WALUEG

4.5 Integrating Integrated Data Lake with Monitor

You can add Integrated Data Lake plugin to Monitor and tag the asset related files or objects
using Data Explorer. The assetID of an asset in Monitor is used for tagging the files or objects

Integrated Data Lake
19
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Data Explorer

from Integrated Data Lake.

4.6 Searching the files or objects in Data Explorer

After tagging, these files or objects of an asset can be viewed in Monitor using Integrated Data

Lake plugin extension.

Procedure

To tag the files or objects from Integrated Data Lake to an asset in Monitor, follow these steps:

1. Open the Monitor from Insights Hub Launchpad.

2. Select an asset.

3. Click "Info" extension.

)

Favorites & Activelssues ActiveRules

Test_Reference_As...

Test_Reference_Ass.

alrcraftengine

@

aircraftengine

@

aircraftengine

@

All_Static_Variables_..

@

4. Copy Asset ID.

5. In Integrated Data Lake, open Data Explorer.

6. Click of the file or object and click "Metadata Tags" tab.

E E::: @

Test_Reference_Asset_NEW

(@) Info

" Test_Reference_Asset NEW

aimdev.TestTypePump

Test for automated wdlo test: DO NOT DELETE malitazrene joubert@siemens.com

+ Details

7. Click "Add Tag", paste the Asset ID.

8. Click "Save".

For more information about how to add a plugin to Insights Hub Monitor, refer to Add plugins
to Insights Hub Monitor{target="_blank"}.

4.6 Searching the files or objects in Data Explorer

The files or objects can be searched in Data Explorer by providing object name, metadata value

or both. You can perform actions such as copying the path to the clipboard, view object details

and download the object from the "Search view".

Integrated Data Lake
System Manual 4/2024
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Data Explorer

4.7 Deleting the folder or object in Data Explorer

/‘
Metadata search is not possible, if metadata added to the file contains special
characters (including space).

Procedure to search

To search the files or objects with Object name in Data Explorer, follow these steps:

1. In the "Data Explorer" overview page, click to open "Search view".
2. Select object name or metadata value with a condition or both parameters using an operator.
3. Enter file or object name or search text.

4. Click Search.

\J
V4
If the file or object with the appropriate option is not recognized, then search by

selecting both Object name and Metadata value parameters with condition and
operator.

Result

The file or object details will be displayed and you can perform the actions from the Search view.

4.7 Deleting the folder or object in Data Explorer

To delete the folder or object in Data Explorer, follow these steps:

Integrated Data Lake
System Manual 4/2024



Data Explorer

4.7 Deleting the folder or object in Data Explorer

1. In the Data Explorer overview page, select the folder or object.

Data Explorer P Retsnview 1 uposdotiecs [ Cseroder (J oeee 7 revieveatiecs [

Mame | Size 1) Last Modified 1) Type T| Action
QUI_Folder
123 G
1Data
ABC
afterintegDeployment
@ analytics
ArchivalRuleTest

2. Click

3. Check to confirm.

Delete Folders/Objects
A G anselected foldersiobjects will be deleted permanently. Do you really want to delete the following foldersiobjects?

§  Mame Path T} Ty 11 Size T} Agtion

4. Click "Delete".

/‘
e The folder will be deleted automatically, if you delete all files or objects from Data

Explorer.

e Deleting a folder is allowed only if the folder is empty and no metadata value is

added on the folder level.
e You can select single or multiple files.

e Click  button to remove the file from the list.

Integrated Data Lake
System Manual 4/2024 22



Time Series Import

5.1 Importing data into Integrated Data Lake

The "Time Series Import" service allows the authorized users to import the historical IoT time

series data to Integrated Data Lake. This enables an on-demand time series upload for analytics
and machine learning tools.

Procedure

To import IoT time series data into Integrated Data Lake, follow these steps:

In the left navigation, select the "Time Series Import" tab and click "One Time Import". The
1. "Import Task Details" screen is displayed.

. o Import Time Series Data
Click

2. The "Import Time Series Data" screen appears.
Import Time Series Data

Edge Analytics
TSliEdge
Mar 8, 2024, 12:56 PM

Apr 11, 2024, 12:56 PM

bulkDeleteJob2

IDL_TSI_ASPECT (Id: e2e4f27557c24709d053020eb613143)

3. In the "Basic info" section, enter the "Destination Path" and the "Task Name".
4. Expand the "Date/time Range" option to set the date and time.

5. Click "Date/Time Range" to select the date and time range and click "Set".

Integrated Data Lake
23
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Time Series Import

5.1 Importing data into Integrated Data Lake

6. Expand the "Assets/Aspects” option to select the assets and corresponding aspects.

* Assetsihspects

Shaw Assetsof Type: @ Terant
Assets (7 Aspecs Preview
Lo Yapecs
TestAsseting

bulkDeletalobt

Testacset 100

I04_Asset

To refresh the asset list, click 7.

7.Select tenant or subtenant to get the respective assets from the "Assets" list and
corresponding aspects from the "Aspects” list.
8.Click "Preview & Save".

Import Time Series Data P

bulkDeletelob2

DL_TSI_ASPECT (ld: e2e4f27557¢241709d053020eb613143)

9.Click "Save".
10.The "Import Task Details" status "Success" screen appears.

Integrated Data Lake
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Time Series Import

5.2 Importing the scheduled Time Series data

Import Task Details

Edge Ar 5 " o

Talytics ey

Aspects

11.Click "Refresh Task" button to get the latest status of the import task.
Click "Delete Task" button to delete the task from the "Task Schedule" pane.

/‘

Integrated Data Lake application will not allow the user to import the duplicate

data based on "Date/Time Range", "Assets" and "Aspects” information. The
application will provide the information about the existing bulk imports with the
"Asset ID".

A user is not allowed to select more than 3 months data to import.

The Time Series data (parquet files) transferred to cold storage (typically within 7
days) and will be available in the Data Lake.

There is a change in the namespace of the Time Series data imported into

Integrated Data Lake.

Result

The historical IoT time series data will be imported to Integrated Data Lake and success status
will be displayed with the number of file count.

5.2 Importing the scheduled Time Series data

Integrated Data Lake
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5.2 Importing the scheduled Time Series data

In Time Series Import, you can schedule the import data. The import data can be scheduled with
the frequency of "Daily", "Weekly" or "Monthly". Based on the frequency selection, your data will

be imported as per the scheduled task.

User Interface

The "Schedule Import" is accessible from the Time Series Import tab.

s:m..j?..-m T Schedule Import Details @‘D

Ng

Currently, no schedule import is created for time
series data.

(@) Creste Schadulo Impan

® Create Schedule Import jobs
@  Filter or search the list of Schedule Import jobs
® Displays the selected Schedule Import Details

Procedure

To create the scheduled IoT time series job, follow these steps:

In the left navigation, select the "Time Series Import" tab and click "Schedule Import". The
1. "Schedule Import Details" screen is displayed.

Click 0 Create Schedule Import .
2. The "Import Time Series Data" screen is displayed.

3. In "Basic Info" section, enter the "Destination Path" and the "Task Name".

¥ Basic Info

Destination Path: *

TSI loTService

Task Name: *

0T input data

4. In "Schedule Details" section, choose any one "Frequency" to schedule the import:

o Daily: This will schedule the job to run every day.

¥ Schedule Details

Frequency: * (7)

End Date: *
501124

Integrated Data Lake
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5.2 Importing the scheduled Time Series data

Weekly: This will schedule the job to run once in a week on selected day of the week.
Ensure the end date of the job is far enough to execute the at least 1 execution of
© the job.

¥ Schedule Details

Frequency: * (2)

ol Vorty

Day of the Week: *

Monday v

End Date: *
501124

Monthly: This will schedule the job to run once every month. Ensure the end date of
the job is far enough to execute the at least 1 execution on the job. There are two
© option available in monthly schedule:

= On the selected day of the month

= On the last day of every month.

¥ Schedule Details

Frequency: * (2)

vaily | weeky [N
Day of the Month: *

Select date of the Month  IERSLICRIEUEVELI]

2

End Date: *
511124

/‘
Job runs on the scheduled time and fetch the data one day prior to the execution
date.

5.In "Assets/Aspects” section, select the Asset and Aspect.

* AssatslAipects
Show Assets of Type: @ Tenant

Assets (7 Aspects Preview

[ isecs 3 Laspecasi 2

EXE_IDLUI_Asset
0 bukDebe st IDL_AdgatTyper E_IC

bulkDeletelob)

DL_Asset

Maximum 5 asset and aspect combination selection is allowed.

6.Click "Preview and Save".

7.Check the job preview and click "Save".
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5.2 Importing the scheduled Time Series data

The status of the created job is described below:

® Active - It is the status of the job after creation. In "Active" status, you can extend "End Date"
of the job.

® Inactive - It is the status of the job if any of "Asset/Aspect” from the job is deleted.

® Expired - It is the status of the job after "End Date" is met. You have to delete the job and
create a new one after it expires.

/‘
e Maximum limit to schedule the jobs is 10 for all users (tenant + subtenant).

e Only "Success" and "Failed execution” jobs can be cleared.

Result

The scheduled Time Series job is created successfully.

Schedule Import Details

Overview Executions
Edge  Active |
Edge
TR
§ On day 2 of the month
Apr 14, 2024 ! -
prathibha.bellary@siemens.com Apr 12, 2024, 2:38:00 AM

datalake-integ-punvs!-1383223021741

Assels & Aspects

ot Name | AssetiD 1)
bulkDeleelob? O6cfe2falS1adce8b7a8c94302f0a586
E2E_IDLUI_Asser 1c00ab 11120047 2ab 205143301 fSehaf

In "Schedule Import Details", click "Executions” tab for the outputs.

Integrated Data Lake
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Time Series Import

5.2 Importing the scheduled Time Series data

Schedule Import Details

Overview Executions

o Only Success and Failed execution(s) jobs can be cleared

Name ) Fromf) Totl

0T import data_Crea!

Filest}

Statust)

[ succens |

Integrated Data Lake
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Cross Account Access

6.1 Enabling Cross Account access

Environment administrator can enable or revoke the cross account access for the AWS account.

The administrator can also modify the relevant access to the specific prefixes for the folders in
Integrated Data Lake. For more information, refer to User rights in Integrated Data Lake.

2" Region deviation

Cross account access is applicable only for Region Europe 1.

Procedure

To enable cross account access for the AWS account, follow these steps:

1. In the left navigation, click "Cross Account". The Account Details screen is displayed.

Click 0 Enable Cross Alc Access

2. The "Cross Account Access" screen appears.
Edit Cross Account Details

Account Name: *

Account Number: *

65037524705

Select Subtenant

Description: *

Bl -
3. Enter the "Account Name".

4. Enter the valid AWS "Account Number" and "Description".

Integrated Data Lake
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6.2 Managing Cross Account accesses

/‘
e Account name field is user defined.
e Auser should have a valid 12 digit AWS account to enable the "Cross Account".

e Description field is mandatory to enable the cross account.

5.The subtenant option can be selected, if the AWS cross account access is for a subtenant.
6.From the "Select Subtenant"” drop-down list, "Choose a subtenant" as per the requirements.
7.Click "Save" button.

The "Account Details" enabled screen appears.

Account Details

NativeAccount 123456789111

NativeAccount

No accessess are provided on any prefix!

8.Click "Edit Cross Account” button to edit the cross account.
9.Click "Delete Cross Account" button to delete the cross account.

Result

Cross Account access for a specific Europe 1 will be created. You can now create Cross Account

Accesses to give access to specific folders.

6.2 Managing Cross Account accesses

You can manage the "Cross Account Accesses" by providing access to the specific folders based
on the requirement and grant the permission to read, write or delete access as per the

requirements.

Procedure

To manage the cross accounts accesses, follow these steps:

1. In the left navigation, click "Cross Account". The Account Details screen is displayed.

Integrated Data Lake
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6.2 Managing Cross Account accesses

In the "Account Details" screen, click the "Add Accesses" button.
2. The "Add Access Details" screen appears.
Add Access Details "

Prefix Path: *

Erewery Lobraw EuropelNetherlands' Amstendan

Permission; *
m Delete Write

Description: ®

Path for the file to be accessed from the Native AWS account
Status:
‘: Enabled

3. Enter the "Prefix Path" to specific account access path on which the accesses to be provided.
4. Select the "Access Permission” (Read, Delete or Write).

5. Enter the "Description” regarding the access details.

6. Click "Status" button to enable or disable the "Access Permission”.

Click "Save".

7. The account access details will added to the list.

Prefix/Path T Storage Path 1| Permission ~ Status  Description Atfons |

Brewery/Lobrau/Europe/Netherlands/Amsterdam ~ data/ten=punvs1/Brewery/Lobrau/Europe/Netherlands/Amsterdam Read GIIID) Path for the file to be accessed from the Native AWS account
8. Click the icon to edit the account access permission.
9. Click the icon to delete the account access.

/
e A maximum of 5 prefixes can be enabled across one or multiple cross accounts.

e A maximum 10 cross account accesses can be created in a disabled state.

e Cross Account is set to be accessed from the native AWS tools.
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6.3 Integrating AWS Athena tool with Integrated Data Lake

6.3 Integrating AWS Athena tool with Integrated Data Lake

To integrate AWS Athena tool with Integrated Data Lake after enabling cross account access,
follow these steps:

1. Open AWS Athena tool.

2. Create the table in Athena

® Click to create table
@ Choose the option "from S3 bucket data"

3. Add the details related to database, table and input data.

o Database: Select the existing database or create a new by selecting "Create a new
database".

o Table Name: Enter the table name.

© Location of Input Data Set: Path provided to access while configuring the cross account

accesses.

/Q
Location of input data set would look like "s3://+<<storage account>> +

<<storage path>> and path should end with '/'.

For example:

e Storage Account = datalake-prod-a-starter-576071197214

e Storage Path =

data/ten=starter/Brewery/Lobrau/Europe/Netherlands/Amsterdam

e Location of Input Data Set = s3://datalake-prod-a-starter-57607119
7214/data/ten=starter/Brewery/Lobrau/Europe/Netherlands/Am
sterdam/

4 Click "Next".

Integrated Data Lake
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6.4 Integrating Aliyun OSS Web Console with Integrated Data Lake

5.Select "Data Format".

\J
V4
File uploaded in the Data Explorer should be .csv file.

6.Add column name and column type corresponding to the data in the .csv file.
7.Click "Next".
8.Click "Create Table".

Result

The table is created successfully and now you can query the data in AWS Athena.

6.4 Integrating Aliyun OSS Web Console with Integrated Data
Lake

To integrate Aliyun OSS Web Console with Integrated Data Lake after enabling cross account

access, follow these steps:

1. Open Aliyun OSS Web Console.

Integrated Data Lake
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6.4 Integrating Aliyun OSS Web Console with Integrated Data Lake

2. Add My OSS Paths.

(OE: o 16

RFhE
ﬁ“ﬁ'

Bucket 7l3&

EROBHEEE B + [~

r

FIRDEE

HIREH

3. Click on the "+" to add the details related to access path and input data.

© Region: The region of Integrate Data Lake Storage Account, default is cn-shanghai.
© Bucket: Integrate Data Lake Storage Account name.

o File Path: Storage Path provided to access while configuring the cross account accesses.

Integrated Data Lake
35 System Manual 4/2024



Cross Account Access

6.4 Integrating Aliyun OSS Web Console with Integrated Data Lake

: =1\ 4

N INEENERE X
* g #1522 (BE) v IFEEE ST Bucket

* Bucket datalake-integ-cdiot0-1627437476734 35/63

BT data/ten=cdiot0/NativeAliyunAccount

/‘
For example:
e Storage Account = datalake-integ-cdiot@-1627437476734

e Storage Path = data/ten=cdiot@/NativeAliyunAccount

4 Click "OK".
5.Select your added path.

PSETE

B
Bucket 7l|5&

KEOHREE &8 + A

datalake-integ-cdiot0-162743...

TIFREE
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6.4 Integrating Aliyun OSS Web Console with Integrated Data Lake

/Q
There may some "Access Denied" pop up, as we only granted the Read Permission
for this account.

Result

The data in Aliyun OSS Web Console is displayed and also user can access files under the

Integrated Data Lake path using the account credentials through Aliyun OSS SDK or other
Aliyun Native tools.

JIZFHE  Bucket 7  datalake-integ-cdiot0-1627437476734
¢ datalake-integ-cdiot0-1627437476734 / #%2 (ki) v

s ez EGEEES =0 B

AR > XS

XHEE > « [ data/ ten=cdiot0/
SURER > bank.csv

ERE >
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7.1 Creating Service Principal

You can create a Service Principal to configure the native tools of Microsoft Azure to access the
files or objects in Integrated Data Lake. By using the Service Principal, you can call Azure Data
Lake Storage (ADLS) APIs directly. You can generate Service Principal for each environment with
the specific access limited to your own data.

The Service Principal's Clientld or Secret can be managed as per the guidelines.

2’ Region deviation

Service Principal is available for Virtual Private Cloud.

Procedure

To configure the native tools of Microsoft Azure with Service Principal, follow these steps:
1. In the left navigation, click "Service Principal”. The Service Principal screen is displayed.

2. In the "Service Principal” screen, click @ st service Frincipa

Create Service Principal

Masrey: *

Py ¢

Sl fubdenang

© Enter the "Name".
© Enter the path for "Service Principal”.

o Specify the access permission (Read, Write or Read and Write)
/5
The subtenant option can be selected, if the Service Principal is for a subtenant.
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7.2 Managing Service Principal

3.Click "Create Secret".

Service Principal (IS | (S |

PowerBlintegratian =3

® Servioe Principal Details

® Seivicd Pricetipal Deetaili

Secrets

3%

Currently, no secret is added.

[ ©comesen ]|

/‘
Maximum of 5 Service Principals can be created in Integrated Data Lake.

A secret is created for the Service Principal to access the files or objects from the specified path.

To create a secret, refer to Managing_Service Principal.

7.2 Managing Service Principal

You can manage the "Service Principal" by adding a secret to configure with Microsoft Azure
Native tools.

Procedure

To manage the service principal, follow these steps:

1. In the left navigation, click "Service Principal”. The Service Principal screen is displayed.
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Service Principal

7.3 Configuring Azure Power BI tool with Integrated Data Lake

2. In the "Service Principal” screen, click "Add Secret”.
Create Secret

Duration days: S0 *

Descriptian: *

o Select the duration from minimum 1 to maximum 90 day.

o Enter the description.
3. Click Save.

4. Click to copy the generated secret and confirm the secret is copied.

5. Click Close.

/‘
e Maximum 2 Secrets can be added for each Service Principal in Integrated Data
Lake.

o [f the Secret is added, the Service Principal cannot be deleted.
e The duration of the secret is left with 30 to 10 days, then symbol will appear.

e The duration of the secret is left with 10 to 1 days, then symbol will appear.

Result

The secret for the Service Principal is successfully generated. The Service Principal can now be
configured with Microsoft Azure Native tools.

7.3 Configuring Azure Power BI tool with Integrated Data Lake

To configure Azure Power BI tool with Integrated Data Lake, follow these steps:

Integrated Data Lake
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7.3 Configuring Azure Power BI tool with Integrated Data Lake

1. Open Power BI tool.

Hefme v iedenieing ww  Hp
L — A — S
m Lo : Ld B if 2] d
e :
i ol peet es
L] [ e % Flteri ¢ Visualizations b Fekdy
[ v EEERER
o e
! HFLEOQE
[ =]
B e EM@ e P
O = =Ty
b =
[ »
[’
1
— =
o
—

2. In Power BI tool, open "Get data" and select "More".

3. In Get Data screen, search for "python" and choose "Python script".

Get Data

| python x All
all = Python script
Other

4. Click Connect.
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7.3 Configuring Azure Power BI tool with Integrated Data Lake

5. Configure the python script connector

© Sample Python Script to be used as given below:

??? SamplePythonScript
" python
from pprint import pprint
import os, uuid, sys
from azure.identity import ClientSecretCredential
from azure.storage.filedatalake import DatalLakeServiceClient
import pandas as pd
import matplotlib.pyplot as plt
from io import StringIO
def load_file_in_powerbi(file_system_client):
try:
directory_client = file_system_client.get_directory_clien
t(sampledata_directory)
file_client = directory_client.get_file_client(sampledata
_filename)
download = file_client.download_file()
downloaded_bytes = download.readall()
bytes_string = str(downloaded_bytes, 'utf-8")
data_stringio = StringIO(bytes_string)
global data
data = pd.read_csv(data_stringio)
print(data)
except Exception as e:
print(e)
def initialize_storage_account_ad(storage_account_name, client_i
d, client_secret, tenant_id):
try:
global datalake_service_client
credential = ClientSecretCredential(tenant_id, client_id,
client_secret)

Integrated Data Lake
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7.3 Configuring Azure Power BI tool with Integrated Data Lake

datalake_service_client = DatalakeServiceClient(account_u
r1="{}://{}.dfs.core.windows.net".format("https",
storage_account_name), credential=credential)
except Exception as e:
print(e)
def get_file_system_client(file_system_name):
try:
file_system_client = datalake_service_client.get_file_sys
tem_client(file_system_name)
return file_system_client;
except Exception as e:
print(e)
def get_directory_client(file_system_client, directory_path):
try:
directory_client = file_system_client.get_directory_clien
t(directory_path)
return directory_client;
except Exception as e:
print(e)
def upload_file_to_directory(directory_client, src_file_path,file
_nhame):
try:
file_client = directory_client.create_file(file_name)
local_file = open(src_file_path, 'r')
file contents = local_file.read()
file_client.append_data(data=file_contents, offset=0, len
gth=len(file_contents))
file_client.flush_data(len(file_contents))
except Exception as e:
print(e)
def list_directory_contents(file_system_client, directory_path):
try:
paths = file_system_client.get_paths(directory_path)
return paths
except Exception as e:
print(e)
def download_file_from_directory(directory_client, file_name):
try:
local_file = open(file_name, 'wb')
file_client = directory_client.get_file_client(file_name)
download = file_client.download_file()
downloaded_bytes = download.readall()
# bytes_string = str(downloaded_bytes, 'utf-8')
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7.3 Configuring Azure Power BI tool with Integrated Data Lake

# data_stringio = StringIO(bytes_string)

# data = pd.read_csv(data_stringio)

# completedData = data.fillna(method='backfill', inplace=
False)

# data["completedValues"] = completedData["SMI missing va
lues"]

# pprint(data)

# pprint(vars(data))

# pprint(data.head())

# data.plot(kind='bar', x='Day', y='completedValues', col
or="red')

# plt.show()
local_file.write(downloaded_bytes)
local_file.close()
except Exception as e:
print(e)
def download_hierarchy_directory(file_system_client, directory_pa
th):
try:
directory_client = get_directory_client(file_system_clien
t, directory_path)
paths_list = list_directory_contents(file_system_client,
directory_path)
for path in paths_list:
if path.is_directory == True:
download_hierarchy_directory(file_system_client,
path.name)
else:
# print(path.name + '\n')
# pprint(vars(path))
path_split = path.name.rsplit("/", 2)
if path_split[1] == directory_path.rsplit("/", 1)

file_name = path_split[2]
print(file_name + '\n'")
download_file_from_directory(directory_clien
t, file_name);
except Exception as e:
print(e)

“if _name__ == "_main__":°
tenant_id = "XXXXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX"
client_id = "XXXXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX"

client_secret = "XXXXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX"
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7.3 Configuring Azure Power BI tool with Integrated Data Lake

storage_account_name = "idltntprovisioningrc"

file_system_name = "datalake-rc-punazdl"

directory_path = "data/ten=punazdl/powerbi"

sampledata_directory = "data/ten=punazdl/powerbi/sampledata"”

sampledata_filename = "file-size-upload.csv"

initialize_storage_account_ad(storage_account_name, client_i
d, client_secret, tenant_id)

file_system_client = get_file_system_client(file_system_name)

paths = list_directory_contents(file_system_client, directory
_path)

directory_client = get_directory_client(file_system_client, d
irectory_path)

load_file_in_powerbi(file_system_client)

Application ID Location

tenant_id Tenant ID will be available on the Service Principle page in Data Lake.

This is the application ID that can be copied from the Service Principle page in

lient_id
chient Data Lake.

client_secret This is the Service Principle secret that was generated and copied.

sampledata_directory|Path on which Service Principle is generated.

sampledata_filename |File to be pulled into Azure Power BI.

6.Click OK to load data into Azure Power BI.
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7.3 Configuring Azure Power BI tool with Integrated Data Lake

7 .Click "Load".

Result

The data is successfully loaded in Azure Power BI. You can now visualize your data in Azure

Power BI.
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Event Subscription

8.1 Creating an Event Subscription

Event Subscription allows you to subscribe the events to get notifications. You can register the
destination Service Bus for Azure and Simple Notification Service for AWS to get notifications,
which will be published by Integrated Data Lake service. These notifications include object events
like create, update or delete in the environment prefix. You can add, view, edit and delete event
subscriptions.

If the permission to send notification to the Service Bus or Simple Notification Service topic is
removed or if there is any misconfiguration, the tenantAdmin is notified via email to check and
respond. Even the status of the subscription will be changed to "Inactive” on the user interface.

You can change the status to "Active" by resolving the configuration in the user interface.

/‘
Subscription name is not mandatory. Incase the name is not provided, default

name for the subscription will be chosen as (subscription_<<unique_ident

ifiexr>>).

Procedure

To subscribe the events with the notifications, follow these steps:

1. In the left navigation, click "Event Subscription". The Event Subscription screen is displayed.

2. In the "Event Subscription” screen, select the Tenant Subscriptions and click

3. Click ﬂ Create Event Subscription

Create Event Subscription

Name:

Path; *
Dema

Destination: *
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8.1 Creating an Event Subscription

© Enter the "Name".
o Enter the path for storage.

© Enter the path for destination.
4. Click "Save".
/5
e You can only change the status from "Inactive” to "Active".

e Maximum 15 Event Subscriptions can be created for each environment.

e If the subtenant is deleted, you can only view its existing event subscriptions and
delete them if not required.
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oData Contract

9.1 Adding and managing oData Contract

The oData Contract allows you to add and manage the contracts of selected folders path to be

used in the Mendix app via the Mendix Data Hub.

To access the data using Mendix Data Hub, you need to create oData contract(s) to allow access

based on selected folder. For more information about this process, refer to Data Hub
Guidef{target="_blank"}.

oData Contract Status
Status Description
Published Contract is published to Mendix Data hub

Publishing

Contract is not published due to network issue while Publishing to Mendix Data hub

Not published

Contract is ready to be published to Mendix Data hub

Procedure

To add and manage the oData contract, follow these steps:
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oData Contract

9.1 Adding and managing oData Contract

1. In oData Contract, click "Add contract".

Create mendix contract

* Metadata

Description: *

Contract Name: * Version: *

Environment name: *

Environment type:

o n

 Folder Selection
Avsiisble folders Selected folders
2ot
Pun
v
* Summary
Pump_application will be created with 2 folders.
) Download Contract
o Publish contract 1o Mendix Duta Hub
o Only users within same e-mail Gomain a3 the ereater of irst contract ean see the contracts on Mendix Data Hub
" Submit

2. In "Create mendix contract” screen, configure the following sections:

o In "Metadata" section, enter the contract details for the application.

© In "Folder Selection" section, select the required folders for the contract.
Note:
Maximum 20 possible folders can be selected for a single contract.

© In "Summary" section, select "Download" and "Publish contract to Mendix Data Hub".
Note:

Downloading a contract is optional.

3. Click "Submit".

4. In Mendix "Authorize access to account” screen, confirm and accept the agreement.
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9.1 Adding and managing oData Contract

/Q

Maximum 50 possible contracts can be created in oData Contract.

Result

The oData Contract is successfully added and you can also view the contract in Mendix data hub.
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10.1 Exploring Metadata Management

Metadata Management is a key element of the data management in the Integrated Data Lake
application. It involves the systematic organization, storage, retrieval and maintenance of
metadata. Metadata Management includes information on the characteristics, origin, usage and
connections of the actual data stored in the Integrated Data Lake.

In Integrated Data Lake, metadata is available in the form of values and can be provided in
folders or objects. Metadata values provides a way to categorize content, focus on key concepts
or themes. Integrated Data Lake introduces the structured approach of metadata by utilizing
key-value pairs. Users can configure metadata keys, metadata collections, and define rules that
control the behavior of these collections.

Metadata Management is a well-organized and functional behavior Integrated Data Lake, which
serves as a fundamental framework and plays an important role in enhancing user decision, data
quality and contributing to the overall success of data-driven initiatives.

/‘
Metadata Management is available only for Virtual Private Cloud.

Metadata Management offers the following benefits:

* Metadata Management enables efficient data exploration by providing detailed information
about the contents of the Integrated Data Lake. User can easily search and locate relevant

datasets based on the attributes such as file type, creation dates or keywords.

* Metadata Management enhances raw data by providing insights into its structure, format and
meaning. In the large and complex Integrated Data Lake environments, it is essential for users

to understand the context of the data to ensure precise interpretation and effective utilization.

* Metadata Management is required for enforcing access control policies and ensuring restricted
access. It plays an important role in providing conditional access permissions within the access
control policies, which are essential for data security.

* Metadata Management enables connecting various consumer applications to the data

storage, enabling Integrated Data Lake as a single source of data storage.

The following image shows the user interface of the metadata collection screen:
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10.2 Overview

. D Add Colect _®
Metadata collections [ CRRIES,
v Global (34keys l-, Add K _®
Filterby: | praft | published J_®
enumkey_ui_longvalue #oait @ & U Mds_5818755555555555... # drart €@ ~ &7 U A2 stringlist key €@
UKML_ML22enumval enumvallenumvaltenumval,
UKML_ML24enumval2.
A3 stringlist key ‘ A4 stringlist key 4 a_stringList key
alphabetic key Z Apha Numeric key 4 emummaxlistmax €9
1,2,3,4,56,7,89,10,11,12,13,14,15,16,17,1
emummaxmax €9 folder_rule_key 74 Government Classific... €
1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,1 ValueT, Value2 OFFICIAL, OFFICIAL_SENSITIVE, SECRET
> /5
key_stringlist €9 % keyvsm noaddidetailsobj
1
®
¥ Collection_2 [/ Edit collectic “; Addkey | ee
®
Uy Filterby: | praft | Published
key2

Adds a new custom collection.

Adds a new key in global collection.

Filters the keys available in global collection by draft or published status.
Displays the list of keys available in global collection.

Edits a custom collection.

Adds a new key in custom collection.

Q@ ©® e o 6

Displays the list of keys available in custom collection.

10.2 Overview

Metadata collection is the systematic process of collecting metadata keys that manage all the
relevant metadata information associated with the specific dataset or system. In custom
metadata collection, metadata keys acts as identifiers for a specific attributes, characteristics or
properties of the data by providing a structured overview of the dataset. This approach enables
the user for efficient retrieval and management of the metadata, contributing to the enhanced
data understanding and overall system functionality.

Metadata collections are classified into three categories.

Global collection: Global collection is a default collection created by the system when the initial
key is defined in the metadata collection. By default, the global collection is always in published
status. Users can directly use this collection to define Metadata keys.

Custom collection: Custom collections are user created collections to define metadata keys.
Admin can create up to 50 custom collections in the system. By default, any custom collection
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10.3 Adding a collection

created by users are in draft status and it is changed to published once the collection is
published.

In the metadata collection screen, select a custom collection and click *** to view the following

options.

® View the details of the collection.
@ Adding a rule to the collection.
® Publish the collection.

@ Delete the collection.

/5
e When the collection is in draft status, "View details", "Add Rule", "Publish" and

"Delete" options are enabled.

e When the collection is in published status, only "View details" and "Add Rule" are
enabled.

Reserved collection: Reserved collections are created, managed and are used by the system for
the metadata like file type, file size, created date etc. This collection is always in published status.

For more information on adding a new collection, refer to Adding_a collection.

10.3 Adding a collection

It is only possible for the user to create custom collections to define the keys. To add a new
custom collection, follow these steps:

In the left navigation, click "Metadata Management". The Metadata collection overview
1. page is displayed.

2. Click "Add Collection".

3. In the "General" section,

o Enter the "Display Name" and "Description".

o By default, "Unique Identifier" is automatically filled with the same name as "Display
Name".
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4. Click "Save & Next".

@ General

Display Name: *

MNewCollection

Description:

This is for demo

Cance

Unigue Identifier: *

newcallection

[ Save & Next >

In the "Metadata Keys" section, click "Add Key". For more information to add a key, refer to

5. Adding_a Key.
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Click "Next".
6. To return back to the "General" section, click "Back".

I

{-} Metadata Keys

Genera

Add Key

) General

E Labal; * Ky *

: MewkeyLabsl newkaylabe
Description:

This is for derno

m Mandatary

Data type for value

Data type:

Enum walues

Values 1

1440

Additional details

i
[ m Searchahle
1

Apply on* (D)

0 Objects Falders

Back

Rules

7. In the "Rules" section, click "Add Rule".

10.3 Adding a collection

© In the "General" section, enter the "Rule Name". Rule name should be unique, the same

rule name cannot be re-used.

o In the "Value" section, select the "Key" and the corresponding "Value" of your choice.
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/Q
e In the "Key" dropdown, only the keys defined in the global collection with Enum

data types are listed.

e The rule name defined with the key and its value can be used only once.

8.Click "Save".
Genera
letadata Keys
p
\:;I Rules
RuleName
Add Rule
General
Rule Mame *
Ruleflamse
Value
Ky
rule ke
Value *
'l.'.l [ 1
Q vl I[or
1 [
9.Click "Publish".

/‘
e To publish a collection, it should have at least one key and an associated rule.

e When a metadata collection is in draft status, the defined "Data Type" in
"Metadata Keys" section cannot be modified.

e When a metadata collection is in published status, the defined "Rules" and the

defined "Data Type" in "Metadata Keys" section cannot be modified.
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By default, the collection created is automatically saved in draft status until the collection is
published.

10.4 Editing the collection

The user can edit the metadata collection in both draft and published status. To edit the

metadata collection, follow these steps:

In the left navigation, click "Metadata Management". The Metadata collection overview
1. page is displayed.

2. Select the metadata collection to edit.

Click © and modify the details. For more information to edit the details, refer to Adding_a
3. collection.

d) Rules

RuleMame

RuleMameValue

Publish ~/"

4. Click "Publish".

10.5 Deleting the collection

It is possible to delete the metadata collection only if it is in the draft status. To delete the
metadata collection, follow these steps:

In the left navigation, click "Metadata Management". The Metadata collection overview
1. page is displayed.

2. Select the metadata collection to be deleted.
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3. Click

Delete Rule

Do you really want to delete this rule?

Cancel | Delete

4. Click "Delete".

10.6 Overview

Metadata keys are the unique identifiers used to represent key-value pair structure, representing
specific attributes or characteristics linked to data. They are a part of a global or custom
collection and are used to create rules in a custom collection. Metadata key is a reference point
for a specific metadata information to categorize and describe the specific metadata information
to various aspects of the data.

For global collection, the Integrated Data Lake admin is not required to create the collection to
add the metadata key and can directly use the global collection ID. For custom collection, the
Integrated Data Lake admin should create a custom collection and then add a metadata key to
the collection. To include metadata in Integrated Data Lake resources, users should define
metadata keys either in the global or custom collection.

The key in a global or custom collection is shown below:

enumkey_ui_longvalue # 0t €Y

UKML_ML2Z2enurmvalTenumvallenumvallenumvall,
UKML_ML24enumval2...

® Publish the key.
Edit the key.
® Delete the key.

/Q

e When the selected key is in draft status, publish, edit and delete options are

®

enabled.

e When the selected key is in published status, only edit option is enabled.
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Key parameters

Consider the following parameters when adding a key to metadata collection.

Data type values
Metadata key should be defined with a data value type as mentioned in the below table:
Data |Field .
Field Values
type Name
Enum options The values accepted for the "Enum values” data type are in capitals and separated
values P by commas.
Enum " . " ; ;
list options The values accepted for the "Enum list values" data type are in capitals and
P separated by commas.
values
Minimum |The minimum number of values that are selected from the enum list should be
Size greater than 0 and less than the total number of options.
Maximum|The maximum number of values that are selected from the enum list should be
Size greater than minimum size and less than or equal to number of options.
String options The values accepted for the "String values” data type are in capitals and separated
values P by commas.
Minimum [The minimum length of character set in the list that is accepted as value should to
length  |be greater than 0.
Maximum|The maximum length of character set in the list that is accepted as value should to
Length |be greater than or equal to minimum length.
List of options The values accepted for the "List of String" data type are in capitals and separated
String P by commas.
Minimum |The minimum number of values are selected from the list of string has to be
Size greater than 0 and less than number of options.
Maximum|The maximum number of values are selected from the list of string should to be
Size greater than minimum size and less than or equal to number of options.

10.7

Adding a key

The user can add keys in global and custom collections. To add a new key, follow these steps:

In the left navigation, click "Metadata Management". The Metadata collection overview

1. page is displayed.

Integrated Data Lake
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In the Metadata collection overview page, choose the collection of your choice, click "Add
2. Key".

3. In the "General" section,

o Enter the "Label" and "Description”.

o By default, "Key" field is automatically filled with the same name as "Label". Label name
should be unique, the same label name cannot be re-used.

o Enable "Mandatory" toggle button to define a key as "Required Field" in metadata input.

General

Label: * Key: *

Description:

In the "Data type for value" section, select the "Data type" and enter the values. For more
information on data types, refer to Data type values.

4. For example, to select "Enum values", follow these steps:

o Select "Enum values" from the "Data type" dropdown.

o Click "Add values".

Data type for value

Data type: *

Values

Minimum number of strings Maximum number of strings

5. In the Additional details,

© Enable "Rules" toggle button to include this key and its values in the "Rules” section while
creating a custom collection.
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Il note This toggle button is available only while creating a key for global collection, and can

be enabled only for Enum values data type.

© Enable "Searchable" toggle button to perform search with authorized set of keys.

o Select "Objects”, "Folders" or "Folders and Objects" radio button to apply on defined keys.

Additional details

Searchable

Save and Publish

I note - Objects: Metadata is applied on objects.

- Folders: Metadata is applied on folders.

- Folders and Objects: Metadata is applied on both folders and objects. This radio button is
available for only global collection.

6. Click "Save and Publish" to publish the key or click "Save as Draft" to save the key as draft.

\J
V4
e When a key is in draft status, the defined "Data type" cannot be modified.

e When a key is in published status, the defined "Data type" and their "Values"

cannot be modified.

10.8 Editing the key

The user can edit the key in both draft and published status. To edit the key, follow these steps:

In the left navigation, click "Metadata Management". The Metadata collection overview

1. page is displayed.

2. Select the key to edit from global or custom collection.
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Click " and modify the details. For more information to edit the details, refer to Adding_a
3. key.

Edit key in global collection
) General

Label: * Key: *

enumkey_ui_longvaluee

Description:

(1 Mandatony

Status:

# Draft

() Data type for value

Data type: *

Values 2

\_,K".1L_r-.’.L221,'||l_:||'|'.':1Z'Ir|,'||'_.|1'|'.'_.1l'l1,'|||,:|1'|-,‘1:1:_"1|,||11-.._1 1
UKML_ML24enurmval enumval2enumal 2enumval 2enunmvald
() Add value

) Additional details

fche
. m Searchable

Apply on:® (D

o Objects Falders Obpects and Foldars

) Save and Publish Save as Drafi Cance

4. Click "Save and Publish" to publish the key or click "Save as Draft" to save the key as draft.

10.9 Deleting the key
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It is possible to delete the key only if it is in the draft status. To delete the key, follow these steps:

In the left navigation, click "Metadata Management". The Metadata collection overview
1. page is displayed.

2. Select the key to be deleted from the desired metadata collection.

3. Click

ﬁ Delete key
Do you really want to delete 'enumkey_ui_longvalue’ key?

4. Click "Delete".

10.10 Metadata Rule

Metadata Rule is a set of predefined conditions that determines the metadata associated with a
custom collection that applies for the Integrated Data Lake resources. A metadata collection rule
is associated with two functions:

Rule key: The rule key is characterized as a metadata key with an enum data type in the
global collection, facilitates the implementation of custom collection attributes in the
system. By choosing a value for the rule key, users can activate specific keys in the

® custom collection to their unique requirements.

Custom collection attributes: Custom collection attributes are only accessible when a
particular value for the rule key(Enum values) is selected. This selection ensures the

® availability of accurate metadata information for Integrated Data Lake resources.

Rules Status

Rules are created to trigger custom metadata collection and provide metadata for the keys
defined within the collection. They are applicable only when the metadata collection is defined

with a rule which should be in published status. Following are the rules scenarios:

Adding Keys in |Keys in
Rul
Scenarios Create a Keys to draft  |published T€  IResult

collection ) creation
collection |[status |status

icenario o o 0 0 o Collection is created.
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create a Adding Keys in Keys- in Rule
Scenarios . |Keys to draft  |published . |Result
collection . creation
collection |status |status
Scenario Collection is saved only in draft status
2 0 o 0 0 0 as there are no keys added to it.
Scenario Collection is saved only in draft status
3 o o o 0 o as none of the keys are published.
Scenario Collection is saved only in draft status
4 o o 0 0 o as rule is not created.
Scenario Collection is saved only in draft status
5 o 0 0 0 o as keys are not published and rules are
not created.
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